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Head of Paid Service
Torridge District Council
Riverbank House
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Date: 27 November 2017

MEETING OF AUDIT & GOVERNANCE
On: Tuesday 5 December 2017 At: 2.00 pm

Venue: Town Hall - Bridge Street, Bideford, EX39 
2HS

NOTICE OF MEETING

To: Councillor P Hackett (Chair)
Councillor B Boundy (Vice-Chair)
Councillors: D Brenton, J Himan, R Julian and S Robinson

Non Elected Member: Alastair C Ashworth

Members are requested to turn off their mobile phones for the duration of the meeting

AGENDA
PART I - (OPEN SESSION)

1.  Apologies For Absence 
To receive apologies for absence for the meeting.

2.  Minutes (Pages 4 - 7)
Confirmation of Minutes of the Meeting held on 22 August 2017.

3.  Declaration of Interests 
Members with interests should refer to the agenda item and describe the nature of 
their interest when the item is considered.

4.  Agreement of Agenda Items Part I and II 
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5.  Urgent Matters Brought Forward with the Permission of the Chair 

6.  Code of Corporate Governance (Pages 8 - 22)
To receive the report of the Service Improvement Officer.

7.  Annual Governance Statement - Review of Evidence Principle G1 (Pages 23 - 
26)
Review of evidence with the Service Improvement Officer.

8.  Annual Audit Letter (Pages 27 - 37)
To receive the report of Grant Thornton LLP, external Auditors

9.  Preparation for the 2017/18 Accounts 
To receive a verbal update from the Strategic Manager (Resources) and Grant 
Thornton LLP, External Auditors

10.  Managing the risk of fraud and corruption (Pages 38 - 47)
To receive a report from the Devon Audit Partnership, Partnership Manager.

11.  Audit Reports Issued to Date (Pages 48 - 66)
To receive a report from the DAP Partnership Manager.

12.  Progress with Agreed Actions (Pages 67 - 71)
To receive the report of the Services Improvement Officer.

13.  Grant Thornton Update Report (Pages 72 - 86)
To receive the report from Grant Thornton LLP, External Auditors.

14.  External Audit of HB Subsidy Claim from 2018/19 
To receive a verbal update from the Strategic Manager (Resources).

15.  Data Protection Act 2017 (Pages 87 - 97)
To receive a report form the DAP Partnership Manager.

16.  Surveillance Commissioners Inspection Report (Pages 98 - 105)
To receive a report from the Senior Solicitor.

17.  Appointment of External Auditors from 2018/19 
To receive a verbal update from the Strategic Manager (Resources).

18.  Working in Partnership with DAP 
To receive a verbal update from the DAP Partnership Manager.



- 3 -

19.  Forward Plan (Page 106)

20.  Corporate Assurance Risk Register - December 2017 (Pages 107 - 117)
To receive a report from the Strategic Manager (Resources)

21.  Exclusion of the Public 
The Chair to move:

That the public be excluded from the remainder of the meeting because of the likely 
disclosure of exempt information as defined in Paragraph 3 and 7 of Part 1 and Part 
10 of Part 2 of Schedule 12A of the Local Government Act 1972.

22.  Part II (Closed Session) 

23.  Corporate Assurance Risk Register - Part II Items - December 2017 (Pages 118 - 
123)
To receive a report from the Strategic Manager (Resources)

Meeting Organiser: Tom Vanstone - Democratic Services
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TORRIDGE DISTRICT COUNCIL

AUDIT & GOVERNANCE MEETING

Town Hall - Bridge Street, Bideford, EX39 2HS

Tuesday, 22 August 2017 - 2.00 pm

PRESENT Councillor P Hackett (Chair)
Councillors B Boundy, J Himan, R Julian, S Robinson and 
P Christie

ALSO PRESENT S Hearse - Strategic Manager (Resources)
D Heyes - Finance Manager
M Bartlett - Grant Thornton Audit Manager
G Daly - Grant Thornton
T Vanstone - Democratic Services Officer
C Dobbs - Service Improvement Officer
C Moodie - Devon Audit Partnership

APOLOGIES

The Chair welcomed everyone to the meeting.

90.   MINUTES 

The minutes of the meeting held on the 11 July 2017 were presented. 

It was proposed by Councillor Himan, seconded by Councillor Julian and –

Resolved:

That the minutes be confirmed as a correct record and signed by the Chair.

(Vote: For 3, Abstentions 4)

91.   ACTION LIST 

Minute 56: The Strategic Manager (Resources) has spoken to the Senior Solicitor 
who has confirmed that the Standards Committee intention is to take an annual 
report to last Full Council meeting before the AGM.

Minute 85: The Committee agreed that Councillor Hackett (Chair) and Councillor 
Boundy (Vice Chair) will sit on the board for the DAP Partnership.

92.   DECLARATION OF INTERESTS 

There were no declarations of interest.
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93.   AGREEMENT OF AGENDA ITEMS PART I AND II 

The agenda as circulated was agreed.

94.   URGENT MATTERS BROUGHT FORWARD WITH THE PERMISSION OF 
THE CHAIR 

The Chair raised that there are two SWAP Members Training events; one on 
Wednesday 18th October at Buckfast Abbey and the other on Tuesday 24th October 
at Sparkford. An email will be circulated following the meeting by Democratic 
Services and if anyone is interested then please let Tom Vanstone know.

The Strategic Manager (Resources) raised that the public sector audit board had 
appointed Grant Thornton. There is a consultation period up to 22 September and a 
report will go to Full Council on 18 September for approval. It was confirmed that 
the contract if approved will commence in 2018/19 for a 5 year period.

95.   ISA260 AUDIT FINDINGS REPORT 2016/17 

Geraldine Daly from Grant Thornton presented the Audit Findings report 
2016/2017. Geraldine thanked the Finance team for there assistance during the 
recent audit. 

It was stated that Grant Thornton was in a position to issue an unqualified opinion 
on the Council’s Financial Statements 2016/17 and Value for Money conclusion.

The report was duly noted.

96.   PRESENTATION OF THE FINANCIAL STATEMENTS 

The Strategic Manager (Resources) presented the Financial Statements. He 
confirmed that any changes Grant Thornton had requested from the draft statement 
had been made. 

Members duly noted the report.

97.   APPROVAL OF THE FINANCIAL STATEMENTS FOR THE YEAR ENDING 31 
MARCH 2017 

It was proposed by Councillor Julian, seconded by Councillor Boundy and –

Resolved:

That the Committee approve the Financial Statements for the year ending 31 March 
2017 and authorise the signing of:

 The Letter of Representation
 The Financial Statements by the Chair of the meeting
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 The Annual Goverance Statement by the Chair of Audit & Governance 
Committee, the Statutory Finance Officer, Leader of the Council and Head of 
Paid Service

(Vote: For unanimous)

Geraldine Daly and Mark Bartlett left the meeting.

98.   ANNUAL GOVERNANCE STATEMENT - REVIEW OF EVIDENCE 

The Service Improvement Officer presented the evidence to support the Annual 
Governance Statement. The evidence in section B3 of the supporting database 
was discussed.

Alastair Ashworth commented that having reviewed the evidence it is clear to see 
that there are processes and they are reviewed which is good.

Members duly noted the report.

99.   EFFECTIVENESS OF AUDIT COMMITTEE 

The Service Improvement Officer presented the report and the CIPFA Self-
Assessment Checklist. The completed checklist confirmed that the Audit Committee 
does comply with the good practice guidance provided by CIPFA requirements for 
Audit committee purpose and governance, functions of the committee and 
membership and support.

Members raised that the Chair of Audit & Governance should present an A&G 
committee update at the last Full Council before the AGM. 

The report was duly noted.

100.   WORKING IN PARTNERSHIP WITH DAP 

The Strategic Manager (Resources) confirmed that there was no update on the 
working Partnership with DAP.

101.   FORWARD PLAN 

The Forward Plan was duly noted.

102.   CORPORATE ASSURANCE RISK REGISTER - AUGUST 2017 

The Strategic Manager (Resources) gave a verbal update on the Corporate 
Assurance Risk Register. The Strategic Manager (Resources) discussed the 
actions that are required to reduce the target risk.

Members duly noted the report.
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It was proposed by Councillor Julian, seconded by Councillor Robinson and –

Resolved:

That under Section 100(a)(4) of the Local Government Act (as amended) the public 
be excluded from the meeting for the following items of business because of the 
likely disclosure of exempt information by virtue of Paragraph 3 of Part 1 and 
Paragraph 10 of Part 2 of Schedule 12A of the Local Government Act 1972.

(Vote: For – unanimous)

103.   PART II (CLOSED SESSION) 

104.   CORPORATE ASSURANCE RISK REGISTER - PART 2 ITEMS - AUGUST 
2017 

The Strategic Manager (Resources) presented the report. He confirmed that all 
actions are on going and that an update would be given at the next Audit & 
Governance Committee Meeting on 5 December 2017.

Members duly noted the report.

105.   AUDIT REPORTS ISSUED TO DATE 

The DAP IT Auditor gave an update on ICT Cyber Security. The DAP IT Auditor 
discussed the key controls of Boundary Firewalls and Internet Gateways, Secure 
Configuration, Access Control, Malware protection, Patch Management and Backup 
& Business Continuity.

The DAP IT Auditor confirmed that the overall level of control was good however 
the level of risk will not go away.

Members discussed the report and duly noted the item.

It was proposed by Councillor Julian, seconded by Councillor Robinson and –

Resolved: That the press and public be readmitted.

(Vote: For unanimous)

The meeting commenced at 2.00 pm and closed at 3.55 pm

Chair: Date:
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Agenda Item

REPORT OF Service Improvement Officer
To: Audit & Governance Committee
Subject: Code of Governance
Date: 5th December 2017 Reference:

PURPOSE OF REPORT: 
It is necessary for the Council to carry out an annual review its Corporate Governance 
arrangements.  A revised Code of Governance is attached for consideration.

1. INTRODUCTION
Regulation 4 of the Accounts and Audit Regulations (2011) requires the Council to conduct 
a review at least once a year of the effectiveness of its Annual Governance Statement.  

The Annual Governance Statement refers to a Code of Corporate Governance, and the 
revised Code is at Appendix A.

2. REPORT
The Code of Corporate Governance is derived from work undertaken by the Independent 
Commission on Good Governance in Public Service – a commission set up by the 
Chartered Institute of Public Finance and Accountancy (CIPFA) and the Office for Public 
Management. The Commission utilised work done by, amongst others, Cadbury (1992), 
Nolan (1995) and CIPFA/SOLACE (2001). The Commission identified six core principles 
which were published in 2004, in a publication entitled ‘The Good Governance Standard for 
Public Services’. A revised Framework was developed by the CIPFA/SOLACE Joint working 
Group on Good Governance in Local Government in 2015 and the group’s conclusions are 
set out in Delivering Good Governance in Local Government Guidance Notes for English 
Authorities 2016. The revised framework has seven core principles which emphasise the 
importance of considering the longer term and the links between governance and public 
financial management – all key considerations for local authorities in today’s climate.  

The seven core principles are:

A. Behaving with integrity, demonstrating strong commitment to ethical values, and 
respecting the rule of law;

B. Ensuring openness and comprehensive stakeholder engagement;

C. Defining outcomes in terms of sustainable economic, social, and environmental benefits;
D. Determining the interventions necessary to optimise the achievement of the intended 

outcomes;
E. Developing the entity’s capacity, including the capability of its leadership and the 

individuals within it;
F. Managing risks and performance through robust internal control and strong public 

financial management; and
G. Implementing good practices in transparency, reporting, and audit, to deliver effective 

accountability

The Council strives to meet the highest standards of corporate governance to help ensure it 
meets its objectives. Members and Senior Officers are responsible for putting in place 
proper arrangements for the governance of the Council’s affairs and stewardship of the 
resources at its disposal. This Code of Corporate Governance describes what the Council 
will do to meet each of the key principles of good governance

Page 8
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3. IMPLICATIONS

Legal Implications
There is a legal requirement as part of approval of the annual statement of accounts.

Financial Implications
None

Human Resources Implications
None

Sustainability/Biodiversity Implications
N/A

Equality/Diversity
An Equality Impact Assessment was prepared for the original Code of Governance.

Risk Management
There is a reputational risk to the Council if it does not comply with its Code of Governance 
and this must be kept up to date. There is an underlying risk that governance arrangements 
are not implemented, monitored and reviewed in accordance with best practise.

Compliance with Policies and Strategies
Approval and adoption of the Code of Governance is a key aspect of demonstrating that 
Torridge District Council has a formal and established response to the Corporate 
Governance requirements.

Ward Member and Leader Member Views
The Chair of the Audit & Governance Committee said “Each year the Committee scrutinises 
the Council’s governance arrangements. The core principles provided by CIPFA/SOLACE  
help us to focus on the key areas which need to be covered to ensure we carry out our 
business within an open and robust governance framework.“

4. CONCLUSIONS

5. RECOMMENDATIONS

It is recommended that the revised Code of Corporate Governance be approved.

SUPPORTING INFORMATION

Consultations: Officers Consulted  -  SMT
Members Consulted – Councillor Philip Hackett 

Contact Officer: Chris Dobbs

Background Papers: The CIPFA/SOLACE: ‘Delivering Good Governance in Local 
Government Framework’, produced jointly in 2007
The CIPFA/SOLACE: ‘Delivering Good Governance Addendum’, 
produced jointly in 2012
The CIPFA/SOLACE: Delivering Good Governance in Local 
Government Guidance Notes for English Authorities 2016.
Torridge AGS Evidence Database
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C.  Defining outcomes in 
terms of sustainable 

economic, social, and 
environmental benefits 

D.  Determining the 
interventions necessary to 

optimise the achievement of 
the intended outcomes 

F.  Managing risks and 
performance through robust 
internal control and strong 

public financial management 

G.  Implementing good 
practices in transparency, 

reporting, and audit, to 
deliver effective 
accountability 

A. Behaving with integrity, 

demonstrating strong 

commitment to ethical 

values, and respecting the 

rule of law 

B. Ensuring openness 

and comprehensive 

stakeholder engagement 

Introduction 

Corporate Governance is the framework used to direct, manage and monitor an organisation to ensure it meets its aims and to enable it to 

relate to its external environment. It comprises the systems and processes, and cultures and values, by which such bodies are directed and 

controlled and through which they account to, engage with and, where appropriate, lead their communities. Good governance encourages 

better informed and longer-term decision making as well as the efficient use of resources, and is characterised by robust scrutiny, which places 

importance on improving performance and tackling corruption.  
 

A revised Framework was developed by the CIPFA/SOLACE Joint working Group on Good Governance in Local Government in 2015 and the 

group’s conclusions are set out in Delivering Good Governance in Local Government Guidance Notes for English Authorities 2016. The 

revised framework  emphasises the importance of considering the longer term and the links between governance and public financial 

management – all key considerations for local authorities in today’s climate.   

The diagram on the right illustrates how the various 

principles for good governance in the public sector relate 

to each other.  
 

Principles A and B permeate implementation of principles 

C to G. The diagram also illustrates that good governance 

is dynamic, and that an entity as a whole should be 

committed to improving governance on a continuing basis 

through a process of evaluation and review. 

The Council strives to meet the highest 

standards of corporate governance to help 

ensure it meets its objectives. Members and 

Senior Officers are responsible for putting in 

place proper arrangements for the governance 

of the Council’s affairs and stewardship of the 

resources at its disposal. This Code of 

Corporate Governance describes what the 

Council will do to meet each of the key 

principles of good governance. 
 

Each year the Council undertakes a review of 

its corporate governance arrangements, and at 

the end of each year produces an Annual 

Governance Statement which outlines the 

effectiveness of the Code of Governance and its 

application, suggesting areas for improvement 

and recommendations as appropriate. 

E  Developing the entity’s 
capacity, including the 

capability of its leadership 
and the individuals within it  
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Principle A - Behaving with integrity, demonstrating strong commitment to ethical values, and 

respecting the rule of law 
 

Local government organisations are accountable not only for how much they spend, but also for how they use the 

resources under their stewardship. This includes accountability for outputs, both positive and negative, and for the 

outcomes they have achieved. In addition, they have an overarching responsibility to serve the public interest in adhering to 

the requirements of legislation and government policies. It is essential that, as a whole, they can demonstrate the 

appropriateness of all their actions and have mechanisms in place to encourage and enforce adherence to ethical values 
and to respect the rule of law.  

We will: 

Behave with integrity. 

 

We will do this by: 

 Ensuring Members and officers behave with integrity and lead a culture where acting in the public interest is visibly and consistently 

demonstrated thereby protecting the reputation of the organisation 

 Ensuring Members take the lead in establishing specific operating principles or values for the organisation and its staff and that they 

are communicated and understood. These should build on the Seven Principles of Public Life (the Nolan Principles) 

 Leading by example and using the above standard operating principles or values as a framework for decision making and other 

actions 

 Demonstrating, communicating and embedding the standard operating principles or values through appropriate policies and 

processes which are reviewed on a regular basis to ensure that they are operating effectively. 

We will: 

Respect the rule of law 

 

We will do this by: 

 Ensuring Members and staff  demonstrate a strong commitment to 

the rule of the law as well as adhering to relevant laws and 

regulations 

 Creating the conditions to ensure that the statutory officers, other 

key post holders, and Members, are able to fulfil their 

responsibilities in accordance with legislative and regulatory 

requirements 

 Striving to optimise the use of the full powers available for the 

benefit of its citizens, communities and other stakeholders 

 Dealing with breaches of legal and regulatory provisions effectively  

 Ensuring corruption and misuse of power are dealt with effectively. 

 

We will: 

Demonstrate strong commitment to ethical values 

 

We will do this by: 

 Seeking to establish, monitor and maintain the 

organisation’s ethical standards and performance 

 Underpinning personal behaviour with ethical values and 

ensuring they permeate all aspects of the organisation’s 

culture and operation 

 Developing and maintaining robust policies and procedures 

which place emphasis on agreed ethical values 

 Ensuring that external providers of service on behalf of the 

organisation are required to act with integrity and in 

compliance with ethical standards expected by the 

organisation. 3 
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Principle B - Ensuring openness and comprehensive stakeholder engagement 
 

Local government is run for the public good, organisations therefore should ensure openness in their activities. Clear, 

trusted channels of communication and consultation should be used to engage effectively with all groups of stakeholders, 

such as individual citizens and service users, as well as institutional stakeholders. 

We will: 

Be Open 

 

We will do this by: 

 Ensuring an open culture through demonstrating, documenting and 

communicating the organisation’s commitment to openness  

 Making decisions that are  open about actions, plans, resource use, 

forecasts, outputs and outcomes. The presumption is for openness. If that 

is not the case, a justification for the reasoning for keeping a decision 

confidential should be provided   

 Providing clear reasoning and evidence for decisions in both public records 

and explanations to stakeholders and being explicit about the criteria, 

rationale and considerations used. In due course, ensuring that the impact 

and consequences of those decisions are clear 

 Using formal and informal consultation and engagement to determine the 

most appropriate and effective interventions/courses of action. 

We will: 

Engage with individual citizens and service 

users effectively 

 

We will do this by: 

 Establishing a clear policy on the type of 

issues that the organisation will meaningfully 

consult with or involve  communities, 

individual citizens, service users and other 

stakeholders to ensure that service (or 

other) provision is contributing towards the 

achievement of intended outcomes.  

 Ensuring that communication methods are 

effective and that Members and officers are 

clear about their roles with regard to 

community engagement 

 Encouraging, collecting and evaluating the 

views and experiences of communities, 

citizens, service users  and organisations  of 

different backgrounds including reference to 

future use 

 Implementing effective feedback 

mechanisms in order to demonstrate how 

views have been taken into account 

 Balancing  feedback from more active 

stakeholder groups with other stakeholder 

groups to ensure inclusivity 

 Taking account of the impact on future 

generations of tax payers and service users.  

We will: 

Engage comprehensively with institutional stakeholders 

 

We will do this by: 

 Effectively engaging with institutional stakeholders  to ensure that the 

purpose, objectives and intended outcomes for each stakeholder 

relationship are clear so that outcomes are achieved successfully and 

sustainably 

 Developing formal and informal partnerships to allow for resources to be 

used more efficiently and outcomes achieved more effectively  

 Ensuring that partnerships are based on: Trust; A Shared Commitment to 

Change; A Culture that Promotes and Accepts Challenge Among Partners; 

and that the added value of partnership working is explicit. 4 
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Principle C - Defining outcomes in terms of sustainable economic, social, and environmental 

benefits 
 

The long-term nature and impact of many of local government’s responsibilities mean that it should define and plan 

outcomes and that these should be sustainable. Decisions should further the organisation’s purpose, contribute to intended 

benefits and outcomes, and remain within the limits of authority and resources. Input from all groups of stakeholders, 

including citizens, service users, and institutional stakeholders, is vital to the success of this process and in balancing 

competing demands when determining priorities for the finite resources available .  

We will: 
Define Outcomes 
 

We will do this by: 

 Having a clear vision, which is in an agreed formal 

statement of the organisation’s purpose and intended 

outcomes containing appropriate performance indicators, 

which provide the basis for the organisation’s overall 

strategy, planning and other decisions  

 Specifying the intended impact on, or changes for, 

stakeholders including individual citizens and service 

users. It could be immediately or over the course of a year 

or longer 

 Delivering defined outcomes on a sustainable basis within 

the resources that will be available 

 Identifying and managing risks to the achievement of 

outcomes  

Managing service users’ expectations effectively with 

regard to determining priorities and making the best use of  

the resources available. 

We will: 

Provide sustainable economic, social and 

environmental benefits 

 

We will do this by: 

 Considering and balancing the combined economic, 

social and environmental impact of policies and plans 

when taking decisions about service provision 

 Taking a longer-term view with regard to decision 

making, taking account of risk and acting transparently 

where there are potential conflicts  between the 

organisation’s intended outcomes and short-term factors 

such as the political cycle or financial constraints 

 Determining  the wider public interest associated with 

balancing conflicting interests between achieving the 

various economic, social and environmental benefits, 

through consultation where possible, in order to ensure 

appropriate trade-offs 

 Ensuring fair access to services. 

5 
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Principle D - Determining the interventions necessary to optimise the achievement of the intended 

outcomes 
 

Local government achieves its intended outcomes by providing a mixture of legal, regulatory, and practical interventions 

(courses of action). Determining the right mix of these courses of action is a critically important strategic choice that the 

Council has to make to ensure intended outcomes are achieved. The Council needs robust decision-making mechanisms 

to ensure that their defined outcomes can be achieved in a way that provides the best trade-off between the various types 

of resource inputs while still enabling effective and efficient operations. Decisions made need to be reviewed frequently to 

ensure that achievement of outcomes is optimised.  

We will: 

Determine Interventions 

 

We will do this by: 

 Ensuring  decision makers receive objective and rigorous analysis of a 

variety of options indicating how  intended outcomes would be achieved 

and associated risks. Therefore ensuring best value is achieved however 

services are provided 

 Considering feedback from citizens and service users when making 

decisions about service improvements or where services are no longer 

required in order to prioritise competing demands with limited resources 

available including people, skills, land and assets and bearing in mind 

future impacts. 

We will: 

Optimise achievement of intended outcomes 

 

We will do this by: 

 Ensuring the medium term financial strategy integrates and balances 

service priorities, affordability and other resource constraints 

 Ensuring the budgeting process is all-inclusive, taking into account the 

full cost of operations over the medium and longer term 

 Ensuring the medium term financial strategy sets the context for ongoing 

decisions on significant delivery issues or responses to changes in the 

external environment that may arise during the budgetary period in order 

for outcomes to be achieved while optimising resource usage 

 Ensuring the achievement of ‘social value’ through service planning and 

commissioning. 

 

We will: 

Plan interventions 

 

We will do this by: 

 Establishing  and implementing robust planning and 

control cycles that cover strategic and operational plans, 

priorities and targets  

 Engaging with internal and external stakeholders in 

determining how services and other courses of action 

should be planned and delivered 

 Considering and monitoring risks facing each partner 

when working collaboratively, including shared risks 

 Ensuring arrangements are flexible and agile so that the 

mechanisms for delivering goods and services can be 

adapted to changing circumstances 

 Establishing appropriate key performance indicators 

(KPIs) as part of the planning process in order to identify 

how the performance of services and projects is to be 

measured  

 Ensuring capacity exists to generate the information 

required to review service quality regularly 

 Preparing budgets in accordance with objectives, 

strategies and the medium term financial plan  

 Informing medium and long term resource planning by 

drawing up realistic estimates of revenue and capital 

expenditure aimed at developing a sustainable funding 

strategy. 

6 
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Principle E - Developing the entity’s capacity, including the capability of its leadership and the 

individuals within it 
 

Local government needs appropriate structures and leadership, as well as people with the right skills, appropriate 

qualifications and mindset, to operate efficiently and effectively and achieve their intended outcomes within the specified 

periods. A local government organisation must ensure that it has both the capacity to fulfil its own mandate and to make 

certain that there are policies in place to guarantee that its management has the operational capacity for the organisation as 

a whole. Because both individuals and the environment in which an organisation operates will change over time, there will be 

a continuous need to develop its capacity as well as providing training to develop the skills and experience of individual staff 

members. Leadership in local government is strengthened by the participation of people with many different types of 

backgrounds, reflecting the structure and diversity of communities.  

We will: 

Develop the entity’s capacity 

 

We will do this by: 

 Reviewing operations, performance and use of 

assets on a regular basis to ensure their 

continuing effectiveness 

 Improving resource use through appropriate 

application of techniques such as benchmarking 

and other options in order to determine how 

resources are allocated so that defined outcomes 

are achieved effectively and efficiently 

 Recognising the benefits of partnerships and 

collaborative working where added value can be 

achieved 

 Developing and maintaining an effective 

workforce plan to enhance the strategic allocation 

of resources.   

We will: 

Develop the capability of the entity’s leadership and other 

individuals  

 

We will do this by: 

 Developing protocols to ensure that elected and appointed leaders 

negotiate with each other regarding their respective roles early on 

in the relationship and that a shared understanding of roles and 

objectives is maintained 

 Publishing a statement that specifies the types of decisions that 

are delegated and those reserved for the collective decision 

making of the governing body 

 Ensuring the Leader and the Head of Paid Service have clearly 

defined and distinctive leadership roles within a structure whereby 

the Head of Paid Service leads in implementing strategy and 

managing the delivery of services and other outputs set by 

Members and each provides a check and a balance for each 

other’s authority 

 

    Continued…. 
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Principle E - Developing the entity’s capacity, including the capability of its leadership and the 

individuals within it 
 

Continued… 

We will: 

Develop the capability of the entity’s leadership and other individuals 

Continued… 

 

We will do this by: 

 Developing the capabilities of Members and Senior Management to achieve effective leadership and to enable the 

organisation to respond successfully to changing legal and policy demands as well as economic, political and environmental 

changes and risks by: 

 Ensuring Members and staff have access to appropriate induction tailored to their role and that ongoing training and 

development matching individual and organisational requirements is available and encouraged 

 Identifying training needs to ensure Members and Senior Officers have the appropriate skills, knowledge resources 

and support to fulfil their roles and responsibilities and ensuring that they are able to update their knowledge on a 

continuing basis 

 Ensuring personal, organisational and system-wide development through shared learning, including lessons learned 

from governance weaknesses both internal and external 

 Ensuring that there are structures in place to encourage public participation 

 Taking steps to consider  the leadership’s own effectiveness and ensuring leaders are open to constructive feedback from 

peer review and inspections 

 Holding staff to account through regular performance reviews which take account of training or development needs 

 Ensuring arrangements are in place to maintain  the health and wellbeing of the workforce and support individuals in 

maintaining their own physical and mental wellbeing.  
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Principle F - Managing risks and performance through robust internal control and strong public 

financial management 
 

Local government needs to ensure that the organisations and governance structures that it oversees have implemented, 

and can sustain, an effective performance management system that facilitates effective and efficient delivery of planned 

services. Risk management and internal control are important and integral parts of a performance management system 

and are crucial to the achievement of outcomes. Risk should be considered and addressed as part of all decision making 

activities. 

  

A strong system of financial management is essential for the implementation of policies and the achievement of intended 

outcomes, as it will enforce financial discipline, strategic allocation of resources, efficient service delivery and 

accountability.  

 

It is also essential that a culture and structure for scrutiny are in place as a key part of accountable decision making, 

policy making and review. A positive working culture that accepts, promotes and encourages constructive challenge is 

critical to successful scrutiny and successful service delivery. Importantly, this culture does not happen automatically, it 

requires repeated public commitment from those in authority. 

We will: 

Manage risk 

 

We will do this by: 

 Recognising  that risk management is an integral part of all activities 

and must be considered in all aspects of decision making 

 Implementing robust and integrated risk management arrangements 

and ensuring that they are working effectively 

 Ensuring that responsibilities for managing individual risks are 

clearly allocated.  

Note: Although we recognise that not all risks can be eliminated, we 

will ensure that we understand the impact of those risks and reduce 

them to an acceptable level over time.  

We will: 

Have strong public financial management 

 

We will do this by: 

 Ensuring financial management supports 

both long term achievement of outcomes and 

short-term financial and operational 

performance 

 Ensuring well-developed financial 

management is integrated at all levels of 

planning and control, including management 

of financial risks and controls.  
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Principle F - Managing risks and performance through robust internal control and strong public 

financial management 
 

Continued… 

We will: 

Have robust internal controls 

 

We will do this by: 

 Aligning the risk management strategy and policies on internal 

control with achieving objectives  

 Evaluating and monitoring risk management and internal 

control on a regular basis 

 Ensuring effective counter fraud and anti-corruption 

arrangements are in place 

 Ensuring additional assurance on the overall adequacy and 

effectiveness of the framework of governance, risk 

management and control is provided by the internal auditor 

 Ensuring an audit committee which is independent of the 

executive and accountable to the governing body: 

 Provides a further source of assurance regarding the 

authority’s arrangements for managing risk and 

maintaining an effective control environment 

 And its recommendations are listened to and acted 

upon.  

 

We will: 

Manage performance 

 

We will do this by: 

Monitoring service delivery effectively including 

planning, specification, execution and independent post 

implementation review 

Making decision based on relevant, clear objective 

analysis and advice pointing out the  implications and 

risks inherent in the organisation’s financial, social and 

environmental position and outlook 

 Ensuring an effective scrutiny or oversight function is in  

place which encourages effective and constructive 

challenge and debate on policies and objectives to 

support balanced and effective decision making  

 Providing Members and Senior Management with 

regular reports on service delivery plans and on 

progress towards outcome achievement  

 Ensuring there is consistency between specification 

stages (such as budgets) and post implementation 

reporting (e.g. financial statements).  

We will: 

Manage Data 

 

We will do this by: 

 Ensuring effective arrangements are in place for the safe collection, storage, use and sharing of data, including processes to 

safeguard personal data and preparations for compliance with the General Data Protection Regulations (GDPR) in May 2018.  

 Ensuring effective arrangements are in place and operating effectively when sharing data with other bodies 

 Reviewing and auditing regularly the quality and accuracy of data used in decision making and performance monitoring.  

P
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Principle G - Implementing good practices in transparency, reporting, and audit to deliver effective 

accountability 
 

Accountability is about ensuring that those making decisions and delivering services are answerable for them. Effective 

accountability is concerned not only with reporting on actions completed, but also ensuring that stakeholders are able to 

understand and respond as the organisation plans and carries out its activities in a transparent manner. Both external and 

internal audit contribute to effective accountability.  

We will: 

Implement good practice in transparency 

 

We will do this by: 

 Writing and communicating reports for the 

public and other stakeholders in a fair, 

balanced and understandable style 

appropriate to the intended audience and 

ensuring that they are easy to access and 

interrogate 

 Striking a balance between providing  the 

right amount of information to satisfy 

transparency demands and enhance public 

scrutiny whilst not being too onerous to 

provide and for users to understand. 

We will: 

Provide assurance and effective accountability 

 

We will do this by: 

 Ensuring that recommendations for corrective action made by internal and external audit are acted upon 

 Ensuring an effective internal audit service with direct access to Members is in place, providing assurance with regard to governance 

arrangements and that recommendations are acted upon 

 Welcoming peer challenge, reviews and inspections from regulatory bodies and implementing recommendations 

 Gaining assurance on risks associated with delivering services through third parties and this is evidenced in the annual governance 

statement 

 Ensuring that when working in partnership, arrangements for accountability are clear and the need for wider public accountability has 

been recognised and met.  

We will: 

Implement good practices in reporting 

 

We will do this by: 

 Reporting at least annually on performance, value for money and stewardship of 

resources 

 Ensuring Members and Senior Management own the results 

 Ensuring robust arrangements for assessing the extent to which the principles 

contained in this Framework have been applied and publishing the results on 

this assessment, including an action plan for improvement and evidence to 

demonstrate good governance (the Annual Governance Statement) 

 Ensuring that this framework is applied to jointly managed or shared service 

organisations as appropriate  

 Ensuring the performance information that accompanies the financial 

statements is prepared on a consistent and timely basis and the statements 

allow for comparison with other, similar organisations. 

11 
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Governance : Key Functions 

12 

P
age 21



Code of 

Corporate  

Governance 

Head of 

Paid 

Service 

Monitoring 

Officer 

Section 

151 

Officer 

Property 

Manager 

Devon Audit 

Partnership 

External 

Audit 

Human 

Resources 

Governance 

Manager 

Senior 

Managers 

Grant Thornton 

• Ensure economic, efficient, & 

effective public services 

• Performance reports 

• Financial reports 

• VfM conclusions 

Decision 

Notices and 

Minutes 
O&S 

(Int/Ext) 

Committee 

C&R 

Plans 

Licensing 

Audit & 

Governance 

Committee 

Standards 

Committee 

Constitution 

Scrutiny 

• Independently review 

activities and decisions 

• Review/develop policies 

• Service reviews 

General 

Public 

Public Engagement 

• Individual surgeries 

• Town/Parish meetings 

• Working parties 

• Community groups 

• Public consultations 

Provide Assurance 

• Risk management framework 

• Control environment 

• Performance Scrutiny 

      (financial & non-financial) 

• Oversee financial reporting 

• CIPFA compliance 

Ethics 

• Promote/maintain high 

standards 

• Members code of conduct 

• Investigate/report on 

breaches to the code 

Members 

Provide Assurance 

• Produce Internal Audit Plan 

• Execute Audit Plan 

• Evaluate internal controls 

• Regular reporting (A&G) 

• Provide audit opinion 

• Comply with Accounts & Audit Regulations 2016 

 

Standards 

• Audit Practices 

Board 

• CIPFA 

• PSIAS 

• IIA 

Corporate Management 

• Staff organisation 

• Economic and effective delivery 

of Council objectives 

• Compliance with section 4 of 

LG&H Act 1989 

Deliver Services 

• Business plan 

goals &objectives 

• Council policies  

• Assurance 

statements 

• Risk Management 

Financial Management 

• Ensure financial implications, 

opportunities & risks are fully considered 

for all material business decisions 

• Promote and deliver good financial 

management 

• Safeguard public monies 

• Comply with Section 151 of the Local 

Govt. Act 1972 

Legal & Ethical Assurance 

• Monitor ethical standards 

• Members code of conduct 

• Standards Committee 

• Openness & transparency 

• Compliance with section 5 of LG&H 

Act 1989 

• Date Security/Data Protection 

• Prepare AGS and evidence 

• Report writing protocol 

• Update Strategic Plan 

• Produce Business Plans & PIs 

• Customer Complaints 

• Communications Strategy 

• Staff newsletter 

• Member Induction & Bulletin 

Asset Management 

• Control asset register 

• Control property database 

• Conditions survey 

• Review property requirements 

• Asset disposal 

• Report to AMWG and C&R 

 

• Recruitment & selection 

• Job evaluation 

• Person specification 

• Induction process 

• Meet identified training needs 

• Control staff changes (GWAF) 

• Annual appraisal system 

 

Governance: 

Roles &  

Responsibilities 
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Agenda Item

REPORT OF Service Improvement Officer
To: Audit and Governance Committee
Subject: AGS - Review of Evidence
Date: 5th December 2017 Reference:

PURPOSE OF REPORT: 
To satisfy the Committee that the AGS Supporting Evidence reflects the governance framework

1. INTRODUCTION
Paragraph 6(1) of the Accounts and Audit (England) Regulations 2016 requires the Council to 
conduct a review at least once a year of the effectiveness of its control environment and to 
publish this in the Annual Governance Statement.

The Annual Governance Statement refers to a Code of Corporate Governance which was last 
approved by Audit & Governance Committee on 29th November 2016 (the 2018 Code of 
Governance is being presented for approval on 5th December 2017).  

The Annual Governance Statement was last approved by Audit & Governance Committee on 
22nd August 2017.  

A process is in place for Members of the Committee to review the evidence to support the 
Statement on a rolling basis. 

2. REPORT

At the meeting on 29th November 2016 it was agreed that the Council should continue to look at 
governance evidence topics on a random basis, chosen by the Chair prior to each meeting. The 
Chair has chosen principle G1 for review at the meeting on the 5th December 2017.

Principle G is about implementing good practices in transparency, reporting, and audit 
to deliver effective accountability. 
Section G1 is about implementing good practice in transparency.

A copy of this section of the database is included in Appendix A and Members are invited 
either before, during or any time after the meeting, to select items for further interrogation, to 
satisfy themselves that the evidence accurately reflects the governance framework.

3. IMPLICATIONS

Legal Implications

There is a legal requirement as part of approval of the annual statement of accounts

Financial Implications

None
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Human Resources Implications

None

Sustainability/Biodiversity Implications

N/A

Equality/Diversity

Equality Impact Assessment prepared

Risk Management

The evidence supporting the Annual Governance Statement reviews the Council’s 
governance arrangements including risk management and identifies areas for improvement 
that are identified in the action plan.

Compliance with Policies and Strategies

Approval and adoption of the Annual Governance Statement is a key aspect of demonstrating 
that Torridge District Council has undertaken an annual review of its governance framework

Ward Member and Leader Member Views
Consultation date – Chair of A&G, Councillor Philip Hackett, on 26th October 2017.

4. CONCLUSIONS

The Committee having reviewed the evidence to support the Annual Governance Statement 
will then make suggestions to address any areas identified for improvement.

5. RECOMMENDATIONS

It is recommended that:

 The evidence contained in section G1 of the supporting database be noted.

SUPPORTING INFORMATION

Consultations: Jenny Wallace, Head of Paid Service
Jamie Hollis, Monitoring Officer
Steve Hearse, Statutory Finance Officer
Councillor Philip Hackett

Contact Officers: Chris Dobbs, Service Improvement Officer

Background Papers: Supporting Database
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G1 Implementing good practice in transparency
100%

Committee agendas are published on the 
website and include copies of all officer 
reports and supporting information for 
decisions to be taken

 

Full Council Agenda - October 2017  

Report Writers Protocol and Guidance  

The council sets out on its web-site how it 
complies with the Local Government 
Transparency Code

 

Website

Information guides and datasets on the Website  

The Council's Constitution sets out how the 
Council operates, how decisions are made 
and the procedures which are followed to 
ensure that these are efficient, transparent 
and accountable to local people.

 Constitution

Constitution 2016  

G1.1 Writing and communicating reports for 
the public and other stakeholders in a 
fair, balanced and understandable style 
appropriate to the intended audience 
and ensuring that they are easy to 
access and interrogate

Freedom of Information The Freedom of Information Act 2000 and the 
Environmental Information Regulations gives 
rights of access to all types of recorded 
information held by Public Authorities. In 
2016/17 Torridge processed 99.8% of FOI 
requests within the statutory 20 days.
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file:///C:/Users/chris.dobbs/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.MSO/Supporting%20Evidence/FC%20Agenda%20October%202017.pdf
http://intranet.torridge.gov.uk/index.aspx?articleid=2869
http://www.torridge.gov.uk/article/12689/Torridge-Data
file:///C:/Users/chris.dobbs/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.MSO/Supporting%20Evidence/Constitution.pdf


Torridge's Annual Report provides details of 
the council's performance against targets and 
reports on the financial performance for the 
year. The report also sets out the vision for 
the council along with the key achievements. 

 Annual Report

Annual Report - 2017  

 The Government encourages local authorities 
to publish information on their spending. To 
aid this transparency we publish information 
on payments over £500. 

 

 All Spends over £500  

Each year the Council published a list of all its 
property and land

 Land and Property List

Torridge District Council Property Data April 2017  

The Council is required to publish annually 
and thereafter quarterly, data relating to 
grants to voluntary, community and social 
enterprises. 

 List of all Council Grants

Grants  

Fees and Charges Any charges made by Torridge are routinely 
published to ensure they justified and 
transparent

 

 Fees and Charges 2017-18  

List of Officer Delegated Decisions  

G1.2 Striking a balance between providing the 
right amount of information to satisfy 
transparency demands and enhance 
public scrutiny whilst not being too 
onerous to provide and for users to 
understand.

Officer Delegated Decision are listed 
on the website and planning 
decisions can be reviewed by keying 
in the planning application number to 
the planning portal

Planning Portal  
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Executive summary

Purpose of this letter

Our Annual Audit Letter (Letter) summarises the key findings arising from the 

work we have carried out at Torridge District Council (the [Council) for the year 

ended 31 March 2017.

This Letter provides a commentary on the results of our work to the Council and 

its external stakeholders, and highlights issues we wish to draw to the attention of 

the public.  In preparing this letter, we have followed the National Audit Office 

(NAO)'s Code of Audit Practice (the Code) and  Auditor Guidance Note (AGN) 

07 – 'Auditor Reporting'.

We reported the detailed findings from our audit work to the Council's Audit and 

Governance Committee (as those charged with governance) in our Audit Findings 

Report on 22 August 2017.

Our responsibilities

We have carried out our audit in accordance with the NAO's Code of Audit 

Practice, which reflects the requirements of the Local Audit and Accountability 

Act 2014 (the Act). Our key responsibilities are to:

• give an opinion on the Council's financial statements (section two)

• assess the Council's] arrangements for securing economy, efficiency and 

effectiveness in its use of resources (the value for money conclusion) (section 

three).

In our audit of the Council's financial statements, we comply with International 

Standards on Auditing (UK and Ireland) (ISAs) and other guidance issued by the 

NAO.

Our work

Financial statements opinion

We gave an unqualified opinion on the Council's financial statements on 22 August 

2017.

Value for money conclusion

We were satisfied that the Council put in place proper arrangements to ensure 

economy, efficiency and effectiveness in its use of resources during the year ended 

31 March 2017. We reflected this in our audit opinion on 22 August 2017.

Certificate

We certified that we had completed the audit of the accounts of Torridge District 

Council in accordance with the requirements of the Code on 22 August 2017.

Certification of grants

We also carry out work to certify the Council's Housing Benefit subsidy claim on 

behalf of the Department for Work and Pensions. Our work on this claim is not 

yet complete and will be finalised by 30 November 2017. We will report the results 

of this work to the Audit and Governance Committee in our Annual Certification 

Letter.

Other work completed 

We provided your teams with training on financial accounts. We also held separate 

workshops on Income Generation and Faster Close, and a seminar on Joint 

Ventures.
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Working with the Council

During the year we have delivered a number of successful outcomes with you:

• An efficient audit –delivery of the accounts audit over one month before the 

deadline

• VFM - we provided you with assurance and feedback on your arrangements for 

delivering efficiency, effectiveness and economy.

• Sharing our insight – we provided regular audit committee updates covering 

best practice. We also shared our sector insight via our National Reports.

We would like to record our appreciation for the assistance and co-operation

provided to us during our audit by the Council's staff.

Grant Thornton UK LLP
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Audit of  the accounts

Our audit approach

Materiality

In our audit of the Council's accounts, we applied the concept of materiality to 

determine the nature, timing and extent of our work, and to evaluate the results of 

our work. We define materiality as the size of the misstatement in the financial 

statements that would lead a reasonably knowledgeable person to change or 

influence their economic decisions. 

We determined materiality for our audit of the Council's accounts to be £701k, 

which is 2% of the Council's gross revenue expenditure. We used this benchmark, 

as in our view, users of the Council's accounts are most interested in how it has 

spent the income it has raised from taxation and grants during the year. 

We also set lower levels of specific materiality for cash, senior officer 

remuneration, audit fees, members allowances and related party transactions. 

We set a lower threshold of £35k, above which we reported errors to the Audit 

and Governance Committee in our Audit Findings Report.

The scope of our audit

Our audit involves obtaining enough evidence about the amounts and 

disclosures in the financial statements to give reasonable assurance they are free 

from material misstatement, whether caused by fraud or error. This includes 

assessing whether: 

• the Council’s accounting policies are appropriate, have been consistently 

applied and adequately disclosed; 

• significant accounting estimates made by the Strategic Manager (Resources) 

are reasonable; and

• the overall presentation of the financial statements gives a true and fair view.

We also read the narrative report and annual governance statement to check 

they are consistent with our understanding of the Council and with the accounts 

included in the Statement of Accounts on which we gave our opinion.

We carry out our audit in line with ISAs (UK and Ireland) and the NAO Code 

of Audit Practice. We believe the audit evidence we have obtained is sufficient 

and appropriate to provide a basis for our opinion.

Our audit approach was based on a thorough understanding of the Council's 

business and is risk based. 

We identified key risks and set out overleaf the work we performed in response 

to these risks and the results of this work.
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Audit of  the accounts

Risks identified in our audit 

plan How we responded to the risk Findings and conclusions

Valuation of pension fund net 

liability

The Council's pension fund net 

liability, as reflected in its balance 

sheet ,represents a significant 

estimate in the financial 

statements.

As part of our audit work we:

 Identified the controls put in place by management to ensure that the pension fund net liability 

was not materially misstated and assessed whether those controls were implemented as 

expected and whether they were sufficient to mitigate the risk of material misstatement.

 Reviewed the competence, expertise and objectivity of the actuary who carried out the Council's 

pension fund valuation. 

 Gained an understanding of the basis on which the IAS 19 valuation was carried out, 

undertaking procedures to confirm the reasonableness of the actuarial assumptions made. 

 Reviewed the consistency of the pension fund net liability disclosures in notes to the financial 

statements with the actuarial report from the Council’s actuary.

 Carried out additional work to gain assurance over the discount rate used by the actuary which 

was outside of the range expected by the auditor’s expert’s (PWC) review of Barnet 

Waddingham.

Our audit work did not identify any 

issues to report.

Valuation of property plant 

and equipment

The Council revalues its assets 

on a rolling basis over a five year 

period. The Code requires that 

the Council ensures that the 

carrying value at the balance

sheet date is not materially 

different from the current value. 

This represents a significant 

estimate by management in the 

financial statements.

As part of our audit work we have: 

 Reviewed management's processes and assumptions for the calculation of the estimate.

 Reviewed the competence, expertise and objectivity of any management experts used.

 Reviewed the instructions issued to valuation experts and the scope of their work

 Held discussions with the Council's valuer about the basis on which the valuation was carried 

out, challenging the key assumptions.

 Reviewed and challenged the information used by the valuer to ensure it was robust and 

consistent with our understanding.

 Tested revaluations made during the year to ensure they were input correctly into the Council's

asset register

 Evaluated the assumptions made by management for those assets not revalued during the year

to assess how management satisfied themselves that these  were not materially different to 

current value.

Our audit work identified the following 

issues:

• The revaluation table in Note 20 did 

not comply with the Code. This was 

corrected in the final statements.

• The significant valuation increase in 

property plant and equipment 

suggested improvements could be 

made to the desktop exercise that is 

carried out for the assets not 

revalued in the year.

These are the risks which had the greatest impact on our overall strategy and where we focused more of our work. 
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Audit of  the accounts

Audit opinion

We gave an unqualified opinion on the Council's accounts on 22 August 2017, 

over a month in advance of the 30 September 2017 national deadline.

The Council made the accounts available for audit in line with the agreed 

timetable. The key messages arising from our audit of the Council's financial 

statements were:

• There were a significant number of minor issues with the draft accounts 

provided for audit. This was due to the change in method of preparation and 

inadequate quality assurance arrangements resulting from staff changes in the 

finance department.

• However, the supporting working papers provided were comprehensive and we 

had prompt responses to audit queries by the finance staff.

Issues arising from the audit of the accounts

We reported the key issues from our audit of the accounts of the Council to the 

Council's Audit and Governance Committee on 22 August 2017. 

Annual Governance Statement and Narrative Report

We are required to review the Council's Annual Governance Statement and 

Narrative Report. It published them on its website with the draft accounts in 

line with the national deadlines. 

Both documents were prepared in line with the relevant guidance and were 

consistent with  the supporting evidence provided by the Council and with our 

knowledge of the Council. 

Other statutory duties 

We also have additional powers and duties under the Act, including powers to 

issue a public interest report, make written recommendations, apply to the 

Court for a declaration that an item of account is contrary to law, and to give 

electors the opportunity to raise questions about the Council's accounts and to 

raise objections received in relation to the accounts.

We did not identify any issues that required us to apply our statutory powers 

and duties under the Act.
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Value for Money conclusion

Background

We carried out our review in accordance with the NAO Code of Audit Practice 

(the Code), following the guidance issued by the NAO in November 2016 which 

specified the criterion for auditors to evaluate:

In all significant respects, the audited body takes properly informed decisions and deploys resources 

to achieve planned and sustainable outcomes for taxpayers and local people. 

Key findings

Our first step in carrying out our work was to perform a risk assessment and 

identify the key risks where we concentrated our work.

The key risks we identified and the work we performed are set out in the table 

overleaf.

As part of our Audit Findings report agreed with the Council in August 2017, we 

agreed recommendations to address our findings. 

• The Council must ensure that its review of the waste service is complete and 
implemented for the 2019/20 financial year as the balanced budget forecast 
currently anticipates the £650k savings from the review.

• Formal financial and progress reporting to members on the Transforming 
Torridge Programme should carried out regularly to aid the transparency of the 
decision making on what is a key project for how the Council will deliver its 
services in the future.

• The Council needs to ensure that there are adequate governance arrangements 
in place for its transformation projects. The proposed Programme Board would 
enhance the Council’s current arrangements.

Overall VfM conclusion

We are satisfied that in all significant respects the Council put in place proper 

arrangements to secure economy, efficiency and effectiveness in its use of 

resources for the year ending 31 March 2017. 
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Value for Money 

Risk identified Work carried out Findings and conclusions

Medium Term Financial Planning

Like all public sector bodies, the 

Council is facing financial pressures 

with cuts in central funding and has 

recently refreshed its Medium Term 

Financial Strategy (MTFS), taking 

into accounts recent changes such as 

the changes in the arrangements for 

New Homes Bonus.  The MTFS is 

balanced through to 2021/22 partly 

by use of reserves 

We reviewed the Council's 

latest MTFS and the 

2017/18 budget, 

considering the 

assumptions that underpin 

the figures within them. 

The Council has got a robust strategic financial planning process in place, which is consulted on and involves 

members. Planning assumptions are reported as part of the decision making process and the Medium Term 

Financial Strategy (MTFS) is subject to regular review to reflect changing events. The MTFS is balanced

through to 2021/22, although this is partly due to the allocation of resources from the Transition of Government 

Funding reserve. The balanced position is also reliant on the £650k savings from the review of waste being 

fully implemented by 31 March 2019.

On that basis we concluded that the risk was sufficiently mitigated and the Council has proper arrangements in 

place for planning finances effectively to support the sustainable delivery of strategic priorities and using 

appropriate cost and performance information to support informed decision making.

Transformation Programme

The next phase of the Transforming 

Torridge Programme is underway, 

which will includes alterations to the 

Riverbank House Building and the 

eventual move of all staff out of 

Bridge Buildings. The project has 

been delayed by Environment 

Agency requirements on the 

proposals for Riverbank House.

We reviewed the 

arrangements in place 

around this next phase of 

the transformation project, 

which is a significant 

project for the Council and 

the way that it will deliver 

its services. This included 

the revenue and capital 

implications of the 

programme, the monitoring 

of the project, and the 

reporting to members to 

inform decision making.

The Transforming Torridge Programme dates back to initial approval in October 2014. The original strands of 

the project were:

• Office Accommodation. The main focus of the office accommodation strand was the relocation of staff from 

Bridge Buildings into Riverbank House and a site adjacent.  This is in progress currently on site.

• Customer First - the reception hub. As part of the accommodation changes there will be a significant 

enhancement of Riverbank House to provide a customer facing reception hub for all services..

• Business Innovation and Locality working. These strands have become known as Digital by Default which 

is about the Council improving the entire way it words using a digital platform. Some parts of this have been 

delivered but the larger part will be customer interaction either by a Customer Relationship Management 

System or self service software.  This work has stalled slightly following the departure of the Business 

Transformation manager and the Council are working with Devon CC partners to progress this as it will 

need to be in place when the Customer hub is completed.

A report to Council on 26 June 2017 gave a full update on progress on the Transforming Torridge project.  A 

detailed report on the proposals for the Riverbank House hub is also included on the agenda of Full Council on 

7 August 2017.

While the Programme is a standing item on the agenda of Full Council, progress reports have been limited to 

verbal updates over the last two years until June 2017, with the last formal report prior to that being in June 

2015.  Plans to create a Programme Board for the project have been deferred pending further information to 

be provided to members.

The Council's work on this area is in progress and we do not consider that this is an issue that impacts on our 

VFM conclusion. However, the Council must ensure that formal financial and progress reporting to members is 

carried out regularly to aid the transparency of the decision making on what is a key project for how the 

Council will deliver its services in the future.

Value for money risks
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Appendix A: Reports issued and fees

Fees

Proposed 

fee

£

Actual fees 

£

2015/16 fees 

£

Statutory audit of Council 41,288 41,288 41,288

Housing Benefit Grant Certification 8,444 8,444* 8,220

Total fees (excluding VAT) 49,732 49,732 49,508

We confirm below our final fees charged for the audit and provision of non-audit services.

Fees for other services

Service Fees £

Audit related services:

• None Nil

Non-audit services:

• Investors in People reaccreditation 6,300

The proposed fees for the year were in line with the scale fee set by Public Sector 

Audit Appointments Ltd (PSAA)

* This work is on-going and the final fee will be notified in the Certification Letter 

later this year.

Reports issued

Report Date issued

Audit Plan May 2017

Audit Findings Report August 2017

Annual Audit Letter October 2017

Non- audit services

• For the purposes of our audit we have made enquiries of all Grant 

Thornton UK LLP teams providing services to the Council. The table 

above summarises all other services which were identified.

• We have considered whether other services might be perceived as a 

threat to our independence as the Council’s auditor and have ensured 

that appropriate safeguards are put in place, as reported in our Audit 

Findings Report. 

The above non-audit services are consistent with the Council’s policy on 

the allotment of non-audit work to your auditor  and have been approved 

by the Audit Committee.
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© 2017 Grant Thornton UK LLP. All rights served. 

'Grant Thornton' refers to the brand under which the Grant Thornton 
member firms provide assurance, tax and advisory services to their 
clients and/or refers to one or more member firms, as the context 
requires. 

Grant Thornton UK LLP is a member firm of Grant Thornton 
International LTD (GTIL). GTIL and the member firms are not a 
worldwide partnership. GTIL and each member firm is a separate 
legal entity. Services are delivered by the member firms. GTIL does 
not provide services to clients. GTIL, and its member firms are not 
agents of, and do not obligate, one another and are not liable for 
one another's acts or omissions. 

grant-thornton.co.uk
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REPORT OF DAP Partnership Manager
To: Audit & Governance Committee 
Subject: Managing the Risk of Fraud and Corruption – Self Assessment
Date: 24th November 2017 Reference:

PURPOSE OF REPORT:  To advise the Audit & Governance Committee of the results of a self 
assessment against the CIPFA code of practice on Managing the Risk of Fraud and corruption.  

1. INTRODUCTION

CIPFA’s Counter Fraud Centre has prepared a code of practice on managing the risk of 
fraud and corruption. 

The guidance emphasises the need for public service organisations to take responsibility to 
embed effective standards for countering fraud and corruption in their organisation. This 
supports good governance and demonstrates effective financial stewardship and strong 
public management.

This guidance is supplemented by the government’s “Fighting Fraud Locally – the Local 
Government Fraud Strategy”.

In 2012 Fraud to the UK economy was estimated at £73bn. A useful illustrative diagram was 
prepared showing where this fraud is thought to occur:-

Local Government fraud risk was assessed at £2.2bn, broken down as follows:-
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Not all of the above fraud risks are relevant to Torridge, but the chart and information in the 
report, does provide guidance on possible fraud areas and how to prevent, detect and 
investigate such fraud.

2. REPORT
The attached report is a self assessment of the standards in place at Torridge Council 
against the CIPFA code of practice (see Appendix A).

Members of the Committee will note that, by and large, effective and appropriate standards 
are in place. There is an ongoing need to ensure that policies and procedures follow best 
practice and legislative requirements, and regular updates of practices assists in this.  
Overall there are good principles to prevent, detect and investigate instances of fraud and 
corruption.

Internal Audit will continue to ensure that standards and practices are embedded, and 
remain effective at deterring and preventing fraud.

3. IMPLICATIONS
Legal Implications
Compliance with the CIPFA code of practice on Managing the Risk of Fraud and Corruption.

Financial Implications
None

Human Resources Implications
None

Sustainability Implications
None

Equality/Diversity
None

Risk Management
The external auditor provides members with assurance on the Financial Statements.
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Compliance with Policies and Strategies
None

Ward Member and Lead Member Views
Chair of A&G Consulted on 22 November 2017.

4. CONCLUSIONS
Overall the self assessment provides good assurance that sound and effective fraud 
prevention arrangements are in operation.

5. RECOMMENDATIONS
Committee are asked to note:
That Internal Audit reviews continue to ensure that procedures remain effective and are 
updated as required to counter new and emerging fraud threats.

SUPPORTING INFORMATION

Consultations: Jenny Wallace, Head of Paid Service 
Steve Hearse, Statutory Finance Officer
Jamie Hollis, Senior Solicitor

Contact Officer: Chris Dobbs, Service Improvement Officer 

Background Papers: CIPFA code of Practice on Managing the Risk of Fraud and 
Corruption
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Appendix A
Managing the Risk of Fraud and Corruption 
Self Assessment against the CIPFA code of practice November 2017

Code of practice principles

Leaders of public sector organisations have a responsibility to embed effective standards for
countering fraud and corruption in their organisations. This supports good governance and
demonstrates effective financial stewardship and strong public financial management.

The five key principles of the code are to:
 acknowledge the responsibility of the governing body for countering fraud
 and corruption
 identify the fraud and corruption risks
 develop an appropriate counter fraud and corruption strategy
 provide resources to implement the strategy
 take action in response to fraud and corruption.

A   Acknowledge responsibility

The governing body should acknowledge its responsibility for ensuring that the risks associated with
fraud and corruption are managed effectively across all parts of the organisation.
Specific steps should include:
A1 The organisation’s leadership team 
acknowledge the threats of fraud and corruption 
and the harm they can cause to the 
organisation, its aims and objectives and to its 
service users.

Recognised, and reflected in the Anti-
fraud and Corruption & Bribery Policy 
and Strategy (both staff and members).

A2 The organisation’s leadership team 
acknowledge the importance of a culture that is 
resilient to the threats of fraud and corruption 
and aligns to the principles of good governance.

Yes.
Corporate induction process for staff 
shows (slides 38 to 47 of induction 
process).

A3 The governing body acknowledges its 
responsibility for ensuring the management of its 
fraud and corruption risks and will be 
accountable for the actions it takes through its 
governance reports.

Yes. As set out in Code of Corporate 
governance and in the Annual 
Governance Statement.

A4 The governing body sets a specific goal of 
ensuring and maintaining its resilience to fraud 
and corruption and explores opportunities for 
financial savings from enhanced fraud detection 
and prevention

There is a goal in the Strategic Plan to 
ensure the Council’s Governance 
arrangements are robust and regularly 
reviewed
The HOPS receives and reviews offers of 
enhanced fraud and detection services 
from the National Fraud Initiative (NFI).  
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B   Identify risks

Fraud risk identification is essential to understand specific exposures to risk, changing patterns
in fraud and corruption threats and the potential consequences to the organisation and its
service users.
Specific steps should include:
B1 Fraud risks are routinely considered as part 
of the organisation’s risk management 
arrangements.

Yes.
See Fraud Risk assessment.
 Last updated No 2017

B2 The organisation identifies the risks of 
corruption and the importance of behaving with 
integrity in its governance framework.

An anti-Fraud, corruption & Bribery policy 
and strategy is in place.
The document was reviewed by the Audit 
and Governance Committee in February  
2017.

Members sought, and were provided, 
assurance that the policies followed 
Local Government Association polices. 
The debate resulted in a few changes to 
the policy, including:-

·         Unions added to the list of external 
bodies available to receive concerns

·         Whistleblowing Policy – Elected 
Members should also be a point of 
contact for officers.

·         the need to emphasise the 
Council’s zero-tolerance approach.

Senior Manager Assurance statements 
are completed annually as part of the 
Annual Governance Statement process 
and include a statement concerning 
awareness of fraud or irregularity  

B3 The organisation uses published estimates of 
fraud loss, and where appropriate its own 
measurement exercises, to aid its evaluation of 
fraud risk exposures.

Torridge use the results from the Audit 
Commission “Fighting Fraud Locally” 
review. 

This shows that losses have bene 
historically low when compared to 
statistical neighbours.

B4 The organisation evaluates the harm to its 
aims and objectives and service users that 
different fraud risks can cause.

Yes. See Fraud Risk Assessment at B1 
above.
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C   Develop a strategy

An organisation needs a counter fraud strategy setting out its approach to managing its risks and
defining responsibilities for action.
Specific steps should include:
C1 The governing body formally adopts a 
counter fraud and corruption strategy to address 
the identified risks and align with the 
organisation’s acknowledged responsibilities and 
goals.

Yes.
 
Anti Fraud, Corruption & Bribery Policy 
and Strategy is in place, supported by a  
Whistleblowing policy

C2 The strategy includes the organisation’s use 
of joint working or partnership approaches to 
managing its risks, where appropriate.

The Policy has been updated and 
presented to Audit and Governance Feb 
2017.

C3 The strategy includes both proactive and 
responsive approaches that are best suited to 
the organisation’s fraud and corruption risks. 
Proactive and responsive components of a good 
practice response to fraud risk management are 
set out below.

Yes. 
A range of proactive and responsive 
measures are in place

Proactive
Developing a counter-fraud culture to increase 
resilience to fraud.

Internal Audit control framework
Whistleblowing Policy
Included in staff induction programme
Regular reminders sent to staff via the 
Staff Newsletter and emails

Preventing fraud through the implementation of 
appropriate and robust internal controls and 
security measures.

All managers are expected to ensure 
that arrangements have sound and 
effective controls.
Control testing is supported by Internal 
Audit, who complete a “fraud risk 
assessment” for each area of audit 
review, to ensure controls are effective in 
preventing and detecting fraud and 
corruption.

Using techniques such as data matching to 
validate data.

Data matching takes place bi-annually 
as part of the National Fraud Initiative.

Where appropriate, Internal Audit will 
use data mining by extracting data and 
using IDEA software to provide data 
analysis.

Deterring fraud attempts by publicising the 
organisation’s anti-fraud and corruption stance 
and the actions it takes against fraudsters.

Yes.
For example a Councillor’s workbook on 
bribery and fraud prevention, designed 
by the LGA as a leaning aid for 
Members, sent to A&G members on 20th 
November 2017.

Responsive
Detecting fraud through data and intelligence 
analysis.

Yes.
Via the results obtained from the NFI 
process.
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Where appropriate, Internal Audit will use 
data mining by extracting data and using 
IDEA software to provide data analysis

Implementing effective whistleblowing 
arrangements.

Yes.
See whistleblowing policy. 

Investigating fraud referrals. Yes.
By Torridge staff, SFIS and by support 
from DAP.

Applying sanctions, including internal 
disciplinary, regulatory and criminal.

Yes.
Will depend upon each case, but action 
will be expected in proven cases, 
proportionate to the event.

Seeking redress, including the recovery of 
assets and money where possible.

Yes, where and when appropriate.

C4 The strategy includes clear identification of 
responsibility and accountability for delivery of 
the strategy and for providing oversight.

Yes.
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D   Provide resources

The organisation should make arrangements for appropriate resources to support the counter
fraud strategy.

Specific steps should include:
D1 An annual assessment of whether the level 
of resource invested to counter fraud and 
corruption is proportionate for the level of risk.

Each year the business planning process 
includes a review of Risk Management 
arrangements
Budget setting process managed by the 
Statutory Finance Officer and looks at 
what is required across all areas to 
maintain effective service provision 
alongside an adequate control 
framework.

D2 The organisation utilises an appropriate mix 
of experienced and skilled staff, including 
access to counter fraud staff with professional 
accreditation.

Yes.
Torridge Council will use resources to 
ensure fraud is prevented, detected and 
investigated.
Resources will include:-

 Key front line staff (Revenues and 
Benefits staff etc.)

 HR
 Legal
 Finance
 ICT
 Internal Audit (supported by DAP)
 External Audit

And partner with:-
o SFIS 
o Police
o NAFN (National Anti Fraud Network)
o And others ss appropriate.

D3 The organisation grants counter fraud staff 
unhindered access to its employees, information 
and other resources as required for investigation 
purposes.

Yes.
Each investigation will be considered and 
appropriate access granted for 
investigation purposes.

D4 The organisation has protocols in place to 
facilitate joint working and data and intelligence 
sharing to support counter fraud activity.

Yes.
Data supplied to supported the National 
Fraud Initiative (NFI).
Data supplied to partners in line with 
Section 29 requests received from Devon 
and Cornwall Police and are logged 
centrally.
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E   Take action

The organisation should put in place the policies and procedures to support the counter fraud and
corruption strategy and take action to prevent, detect and investigate fraud.
Specific steps should include:

 E1 The organisation has put in place a policy framework which supports the implementation of the 
counter fraud strategy. As a minimum the framework includes:

Counter fraud policy Yes.  Anti Fraud, Corruption and Bribery Policy and Strategy 
reviewed by Audit and governance Committee in February 
2017.

Whistleblowing policy Yes. Whistleblowing Policy. Feb 2017. 

Anti-money laundering (AML) 
policy

It is not a requirement for local authorities to have an AML.
For Torridge, the key elements of an AML are contained in 
the Financial Procedure Rules which state:-

Money Laundering
4.1.20 The maximum cash payment that will be accepted by 
the Council is £5,000. Above that sum payments will be 
accepted by cheque, credit or debit card, BACS payment, 
bankers draft or CHAPS payment.
4.1.21 Payments over £1,000 made in cash will be reported 
to Statutory Finance Officer immediately and the bank notes 
subject to scrutiny for authenticity. The Statutory Finance 
Officer will investigate such payments as necessary and 
report any concerns to the Head of Paid Service.
4.1.22 The Head of Paid Service and Statutory Finance 
Officer will be the responsible officers in relation to the 
Money Laundering legislation.

Anti-bribery policy Yes – see above.

Anti-corruption policy Yes – see Anti fraud, Corruption and Bribery Policy and 
Strategy.

Gifts and hospitality policy 
and register

Yes. Code of Conduct and Register of Members' Interests 
as part 5 of the constitution.
Codes of Conduct for Members and Officers last approved 
August 2016 by Council.

Register of gifts is shown on the website

http://www.torridge.gov.uk/article/12766/Gifts-and-
Hospitality-Register

Register of interests is shown on the website

http://www.torridge.gov.uk/CHttpHandler.ashx?id=8252&p=0

Pecuniary interest and 
conflicts of interest policies 
and register

Yes, see above.

Codes of conduct and ethics Yes, codes of conduct for employees and members.
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See also “The Deal”. This is the "psychological contract" 
between employer and employee.

Information security policy Yes. 
Cyber security policy. Yes - The wider ICT policy has recently been updated.

E2 Plans and operations are aligned to the 
strategy and contribute to the achievement of 
the organisation’s overall goal of maintaining 
resilience to fraud and corruption.

The Fraud Response Plan was updated 
in November  2016.

E3 Making effective use of national or sectoral 
initiatives to detect fraud or prevent fraud, such 
as data matching or intelligence sharing.

Yes.
Data is shared to support the NFI 
process.
Fraud statistics are provided to enable a 
sector wide picture of fraud to become 
clearer.
Our internal audit providers work and 
collaborate with other internal audit 
providers in the south west (through 
Devon Audit Group; West of England 
Internal Audit Group;  County Chief 
Auditor Network) to become aware of 
current trends and risks and to ensure 
the council is well placed to avoid risks.

E4 Providing for independent assurance over 
fraud risk management, strategy and activities.

Internal Audit 
o annual review of risk management 

arrangements
o detailed audit work on preventing 

fraud in each audit.
External Audit – audit of final accounts / 
specific (high value) grant claims.

E5 There is a report to the governing body at 
least annually on performance against the 
counter fraud strategy and the effectiveness of 
the strategy from the lead person(s) designated 
in the strategy.  Conclusions are featured in the 
annual governance report.

The Annual Internal Audit report 
(provided to the Audit & Governance 
Cttee) will provide the Head of Internal 
Audit’s opinion, which will include an 
opinion of the effectiveness of the 
Authority’s anti-fraud arrangements.
This is summarised in the AGS
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Summary of Internal Audit Reports Issued to Date

Agenda Item

REPORT OF DAP Partnership Manager
To: Audit & Governance Committee
Subject: Audit Reports Issued to Date
Date: 5th December 2017 Reference:

PURPOSE OF REPORT:    To provide a summary of the audit reports issued to date to enable 
members to discuss any matters they wish to raise.
 

1. INTRODUCTION
The Audit & Governance Committee requested a regular summary of the audit reports issued 
to ensure there is opportunity to raise any queries on those reports. 

Where possible Members are encouraged to raise any significant concerns with the Service 
Improvement Officer at the time of issue of the report, however this report gives the 
opportunity for Members as a group to discuss any related matters.

This committee report covers the audit reports issued to date and not previously reported. 

2. REPORT
A summary of those reports issued to date and not included in previous committee reports is 
included at Appendix A. 

There are seven audits to be reported upon: 
 ICT Cyber Security Follow Up
 Community Safety Partnership
 Governance
 Asset Management
 Debtors
 Council Tax
 Licensing

In addition an audit was completed by the South West Audit Partnership (SWAP) on one of 
Torridge’s third party organisations (Wessex Home Improvement Loans).

3. IMPLICATIONS
Legal Implications
None.

Financial Implications
None.

Human Resources Implications
None.

Sustainability Implications
None.

Equality/Diversity
None.
Risk Management
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Summary of Internal Audit Reports Issued to Date

The two key outcomes from an audit are the opinion on the audit subject, which indicates the 
level of assurance that members can take, and the agreed actions to strengthen the control 
framework. Any agreed actions are evaluated against the corporate risk matrix and the audit 
reports include those risks that are medium or high. Low risk or housekeeping matters are 
reported separately and directly to management for them to manage. Progress with 
implementing actions is reported to the Head of Paid Service (or Senior Management Team) and 
to the Audit & Governance committee on a quarterly basis.
 
Compliance with Policies and Strategies
This report complies with the Audit & Governance Committee terms of reference and the Audit 
Procedures Manual. 

Ward Member and Leader Member Views
Councillor Philip Hackett, Chair of Audit & Governance, commented “The Internal Audits Reports 
contribute to the Council’s robust governance arrangements.”   

4. CONCLUSIONS
Seven reports have been issued since the meeting in April. The opinion for these audits at the 
time of publication was:

Opinion Audit
‘Good’
(which means minimal risks identified)

ICT Cyber Security Follow-Up; 
Governance; Debtors; Council Tax

‘Satisfactory’
(which means some risks identified; some 
changes should be made)

Community Safety Partnership; 
Asset Management; Licensing; 

Opinions range from: Good; Satisfactory; Satisfactory/Good; Satisfactory / Marginal; Marginal / 
Satisfactory; Marginal; Unsatisfactory; and, Unsound.

One report was published by SWAP. The opinion for this audit at the time of publication was:

Opinion Audit
‘Substantial’
(which means the processes were adequately 
controlled and the controls in place operate 
effectively and risks are well managed)

Wessex Home Improvement Loans 

Opinions range from: Substantial; Reasonable; Partial; and, None.

5. RECOMMENDATIONS
Committee are asked to:

Note the report issued in this reporting period and raise any queries, suggestions or proposals 
relating to the seven internal audits in this report.

SUPPORTING INFORMATION

Consultations: Officer - Jenny Wallace; Steve Hearse; Jamie Hollis
Councillors - Philip Hackett

Contact Officer: Chris Dobbs

Background Papers: Audit files
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Appendix A
ICT Cyber Security Follow-Up – Good (6/6 controls were effective at the time of publishing)

Previous Audit Opinion (November 2016) – Marginal/Satisfactory (4/6 controls were effective at the time of 
publishing)

Background

Current government and ICT industry initiatives have raised the profile of Cyber and the risks associated 
with what represents a broad and ever evolving area of risk. During the initial audit scoping, the Business 
Transformation Manager highlighted areas that they wish the audit to focus upon. It was agreed that work 
should be performed to broadly assess network security using the government “Cyber Essentials” 
framework. 
Cyber (Security) can be considered to be a body of technologies, processes and practices designed to 
protect networks, computers, programs and data from attack, damage or unauthorised access. HM 
Government’s “Cyber Essentials Scheme” forms a baseline for the basic controls that organisations 
implement to mitigate the risk from common internet based threats. It is often quoted that the framework 
provides an organisation with a baseline that protects it from approximately eighty percent of cyber-attacks. 
It should be noted that the 2016-2021 National ICT Strategy recognises the scheme as an important 
baseline from which Cyber security is built.
Due to the importance of the ability to reinstate services following a successful cyber-attack work was also 
undertaken to assess the corporate backup arrangements. 
By implementing Cyber Essentials, organisations are mitigating against the following common types of 
cyber-attack:

 Phishing: malware infection through users clicking on malicious e-mail attachments or 
website links. 

 Hacking: exploitation of known vulnerabilities in Internet connected servers and devices 
using widely available tools and techniques. 

Opinion 

The original initial high level review found that 39 of the 48 controls reviewed were considered effective.  
Improvements were made with regard to 8 controls, particularly in relation to the weaknesses identified with 
the use of domain admin accounts where we recommended common industry practices (as strongly 
advocated by Microsoft). 

We are pleased to report that, as at 19/07/2017, improvements have been made to ensure that controls in 
this area are now considered to be of a “Good” standard, with remediation’s implemented in accord with the 
original resolution target date of June 2017.

Management Response

Strategic Manager (Resources) - Given the nature of the risks highlighted in the original audit this was 
escalated to SMT in accordance with our Risk Management framework and actions were prioritised to deal 
with the issues.  I am pleased to see that the ICT team responded swiftly and in line with the agreed 
timeframes to implement a solution that now raises the opinion to good and protects the Council as much 
as able given the changing and evolving nature of these attacks.

See following page for control table:
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ICT CYBER SECURITY F/UP - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS (Updated July 17)

O
ct 16

N
ov 16

Jul 17

1. Boundary firewalls 
and internet gateways - 
Information, applications 
and computers within the 
organisation’s internal 
networks are protected 
against unauthorised 
access and disclosure 
from the internet, using 
boundary firewalls, 
internet gateways or 
equivalent network 
devices.

Boundary firewalls and internet gateways were found to be well managed 
and a small sample of changes identified that rule changes followed set 
process that recorded the initial request. Firewall devices, and all settings 
and rules, are backed up as part of the corporate backup process. The 
core Firewall was appropriately ‘hardened’ against potential attacks and 
any weaknesses identified by PSN mandated penetration testing were 
included within a remediation plan. PSN accreditation had recently been 
successfully  

Whilst there is little pro-active analysis undertaken to identify suspicious 
activity, this is not something that would be expected in an organisation of 
this size, particularly in light of the limited ICT resources available. The 
web proxy device emails alerts whenever it detects potentially malicious 
activity and other layers of control provided by Antivirus software, Email 
management rules and general user awareness, provide adequate 
responsive protection.

G G G

2. Secure Configuration 
- Computers and network 
devices are configured to 
reduce the level of 
inherent vulnerabilities 
and provide only the 
services required to fulfil 
their role. 

The network incorporates Windows 2012 R2 and Windows 2008 R2 
servers. The 2012 servers are hardened by default, with services needing 
to be enabled. The 2008 servers are subject to security / hardening using 
Security Compliance Manager baselines. This forms a secure basis on 
which most services operate. Servers are appropriately ‘hardened’ and 
administered using appropriately complex passwords. However, some 
additional assurance would be provided by the documentation through 
policy and guidance of what are robust server commissioning procedures.

End user devices are appropriately governed through a combination 
endpoint security and configuration.

A G G

3. Access Control - 
User accounts, 
particularly those with 
special access privileges 
(e.g. administrative 
accounts) are assigned 
only to authorised 
individuals, managed 
effectively and provide 
the minimum level of 
access to applications, 
computers and networks. 

The use of Domain Admin accounts (that previously represented a 
significant vulnerability to the Councils network) is now appropriately 
managed. Use of all high privilege accounts has been limited to 
appropriately skilled staff and email and internet access removed. The 
newly acquired Avecto software provides potential for further 
strengthening.

Password quality is meets with best practice and user access management 
accords to common protocols, with access requests requiring authorisation 
and recorded upon the ‘Heat’ service desk solution. Third Party access 
was now found to be well managed, with appropriate gateways in place to 
permit access over a defined period and record the reason for the work 
undertaken. 

R
R G

4. Malware protection - 
Computers that are 
exposed to the internet 
are protected against 
malware infection 
through the use of 
malware protection 
software. 

Malware protection is provided through   layers of controls provided by a 
variety of protection software solutions. Appropriate protection was found 
to be provided to safeguard servers and end user devices utilising a 
combination of real-time protection and scheduled scanning. 

Evidence was found that, where necessary, post malware incident reviews 
are conducted in a timely manner further staff awareness training is 
provided as appropriate. 

Whilst malware protection solutions are becoming more sophisticated and 
configurable, this in itself represents a risk. Review of the primary anti-virus 
solution highlighted that settings and terminology used creates its own 
challenges with some ambiguity as to what certain settings did.

G G G

Page 51



Summary of Internal Audit Reports Issued to Date

5. Patch Management - 
Software running on 
computers and network 
devices are kept up-to-
date and have the latest 
security patches 
installed. 

Software and hardware patches were found to be appropriately managed. 
Microsoft Windows Server Update Services (WSUS) is used to manage 
the patching requirements of key infrastructure. Annual health checks are 
conducted using accredited companies on a rotational basis which is best 
practice. All issues highlighted as part of the health check are added to 
formal remediation plans that assign responsibility.

Business solution software patching is generally functional as opposed to 
being security related, with update packages reviewed prior to 
implementation. It was noted that some business solutions utilise 
components, such as Apache and Flash, introduce potential vulnerabilities 
and engineers should remain vigilant to threats posed.

G G G

6. Backup & Business 
Continuity - Backup 
procedures exist to 
safeguard the system 
and system data and 
provide for an 
appropriate 'point in time' 
restoration that accords 
to business needs.

Current backup architecture provides a high level of availability and 
resilience that ensures strong assurance in this area. The mirroring of the 
core backup process ensures that the majority of key systems can be 
reinstated within a limited timescale. Further assurance is provided by the 
existence of a physical backup process that is also extremely robust. 

The use of third party support to assist with managing the complex Oracle 
environment helps mitigate the risk of erroneous configuration. However, 
following the upgrade to Oracle Release 12, appropriate testing should 
take place to ensure that backup data is complete.

A A G
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Community Safety Partnership – Satisfactory (6/7 controls were effective at the time of publishing)

Previous Audit Opinion relates to an Audit of Safer North Devon (June 2012) – Satisfactory (3/6 controls 
were effective at the time of publishing)

Background

The Crime & Disorder Act 1998 provided the framework for the establishment of Community Safety 
Partnerships (CSP’s). It gave the lead responsibility for crime and disorder reduction to the Police and 
Local Authorities, as well as a duty to consider crime and disorder in all of their activities. 

Section 17 of the Act states that it is the duty of each relevant authority to exercise its various functions with 
due regard to the likely effect of those functions on, and the need to do all that it reasonably can to prevent:  

 Crime and disorder in its area (including anti-social behaviour and other behaviour adversely 
affecting the local environment) and, 

 The misuse of drugs, alcohol and other substances in its area.

Torridge District Council was formerly part of the ‘Safer North Devon’ CSP but has now established its own 
Partnership, whilst retaining a joint strategic board with the North Devon Council CSP. Other partners 
include Devon County Council, the Police, Fire and Rescue services and the probation service

Opinion

The audit has found that six of the seven controls tested were working effectively.  Improvements can be 
made with regard to the development of an Annual Strategic Assessment. 

Management Response

Environmental Health and Community Safety Manager - Report reviewed and agreed as accurate. 
Findings accepted.

See following page for control table:
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COMMUNITY SAFETY PARTNERSHIP - SUMMARY OF MAIN FINDINGS RE KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

Sep 2017

Sep 2017

C1. A strategic group has been established to 
direct the work of the partnership.

A board is in place and comprised of 
representatives from all relevant authorities. The 
board meets quarterly and minutes are retained.

G G

C2. The Authority regularly engages with the 
community (through the CSP) on crime 
reduction priorities and progress in achieving 
them.

Various channels are used to engage with 
stakeholder including staff, elected members and 
the wider public.

G G

C3. Protocols and systems are established for 
sharing information.

A protocol and systems are in place to enable the 
safe sharing of information between partner 
organisations.

G G

C4. The CSP analyses available data in order 
to produce an annual 'Strategic Assessment'.

There is currently no Strategic Assessment that is 
produced annually and reported to members. R R

C5. A Partnership Plan has been established 
against which progress is monitored.

A series of action plans have been developed 
around four themes, with Torridge leading on the 
‘vulnerability’ theme. The separate plans are being 
integrated into an overall plan.

G G

C6. The Partnership has developed a strategy 
to reduce re-offending.

There is no separate strategy, however reducing re-
offending is a standing agenda item and the 
Partnership is involved in activities which aim to 
reduce re-offending, such as the deferred charge 
scheme. 

G G

C7. The Authority commissions or assists with 
Domestic Homicide Reviews where 
necessary.

The Authority assists as necessary and has recently 
submitted evidence in relation to one such review.

G G

Page 54



Summary of Internal Audit Reports Issued to Date

Governance – Good (8/9 controls were effective at the time of publishing)

No Previous Audit Opinion 

Background

The Governance Team has a range of responsibilities:
 To support local democracy. 
 To coordinate a transparent, unbiased and timely FOI & complaints systems.  
 To meet the needs of the Council, members and senior officers by providing accurate and timely 

information, support and challenge. 
 To deliver customer focused service improvement. 
 To provide accurate, timely and complete information to both internal and external customers that 

complies with the Council's approved corporate image and identity. 
 To provide an Internal audit function which provides independent, objective assurance to help the 

Authority accomplish its objectives by bringing a systematic, disciplined approach to evaluate and 
improve the effectiveness of risk management, control and governance processes. 

 To maintain an accurate and up-to-date register of electors and to conduct elections in a lawful manner.

In previous years the above responsibilities have been subject to separate audits but now we have adopted 
a risk based approach to internal audits, there is no longer a requirement to carry out detailed audits into 
each of these areas of responsibility.  

The current audit covers Communications, Corporate Governance, Strategic Planning, and Complaints. 
Communications was last audited in 2011/12 but the other three areas have not been reviewed by Internal 
Audit.  

FOI was last audited in 2011/12; Elections was last audited in 2011/12; Performance was last audited in 
2013/14. There is a separate audit planned to look at Key Performance Indicators in 2017/18.

The work of Internal Audit is subject to independent review by the External Auditor.

Opinion

The audit has found that seven of the nine controls tested were working effectively.  Improvements can be 
made with regard to retaining evidence that social media access for officers is approved and evidencing 
that lessons have been learned from upheld complaints.  

Management Response

Governance Manager - The audit highlighted a couple of minor risk areas and these will all be mitigated 
by the beginning of October 2017. Overall I was pleased that the Governance Team has received a ‘Good’ 
level of assurance and we will continue to ensure that the necessary controls remain in place.

See following page for control table:
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Summary of Internal Audit Reports Issued to Date

GOVERNANCE - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

Sep 2017

Sep 2017

C1. A Communication Strategy and a 
Media/Social Media Policy are in place which 
clearly sets out roles and responsibilities in these 
areas. The documents have been approved and 
distributed to all relevant parties.

All policies are in place and up to date, having 
been approved by SMT.
They have been published on the intranet and in 
some cases awareness raised via the staff 
newsletter. Authorisation forms for social media 
use were not always found.

A G

C2. Copies of local publications and media 
websites (including tweets) are regularly 
monitored and any items concerning Torridge are 
escalated as required.

The Communications team regularly monitor the 
local press and have set up alerts to receive 
early notification of news stories, which are then 
reported to the Head of Paid Service.

G G

C3. A formal complaints process which complies 
with the requirements of the LGO has been 
approved and is easily available    

A documented process is in place and published. 
The authority has established a working 
relationship with the LGO and liaises with them 
on cases reported to them.

G G

C4. All formal complaints are recorded on a 
central database and progress is monitored to 
ensure timely completion. Members are regularly 
updated on the number, nature, and outcomes of 
formal complaints received.

A detailed and up to date database is 
maintained, which enables progress to be 
monitored. A quarterly report is made to 
members via the members’ newsletter.

G G

C5. Learning points from complaints are fed back 
to Service Managers to prevent re-occurrence of 
problems and to improve the effectiveness of the 
council’s policies and procedures and have been 
actioned

Although there is a process for recording lessons 
learned, actual instances of this could be 
improved. Some complaints, such as relating to 
poor communications tend to be recurring.

A A

C6. Service Business plans are developed each 
year and business plan actions are tied to the 4 
Goals in the Council’s Strategic Plan and a GAP 
analysis takes place to identify any Strategic 
Goals which are not being met and plans are put 
in place to address those gaps.  

Business plans include clear links to the strategic 
plans ‘goals’. Ongoing gap analyses will ensure 
the more detailed ‘actions’ are incorporated into 
business plans at some point during the 
Strategic Plans lifecycle.

G G

C7. Performance against the business plans is 
regularly reported to SMT and Members

The Quarterly Business Report is reported to 
both SMT and the Internal Overview and 
Scrutiny Committee.

G G

C8. The Council complies with the Accounts and 
Audit (England) Regulations 2016 in relation to 
the publication of an Annual Government 
Statement

The Annual Governance Statement covering 
2016-17 is now approved and published. G G

C9. The Council’s Governance framework  
complies with the CIPFA/SOLACE ‘Delivering 
Good Governance in Local Government 
Guidance Notes for English Authorities 2016’

A comprehensive evidence database supporting 
the pledges within the Code of Corporate 
Governance is maintained. The Code itself is up 
to date and published.

G G
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Summary of Internal Audit Reports Issued to Date

Asset Management – Satisfactory (8/11 controls were effective at the time of publishing)

Previous Audit Opinion (March 2015) – Good (10/11 controls were effective at the time of publishing)

Background

The Asset Register is a record of all land, buildings, plant and equipment owned by the Council whose 
values must be included in the Balance Sheet under the heading of Tangible Non-Current assets. 
Managing those assets has been under intense scrutiny for the past 10 years with successive 
Government’s, National Audit Office and Audit Commission focusing on how the Local Government Estate 
has been managed and setting clear targets for improved performance or savings. In accordance with 
Financial Procedure Rules, the Strategic Manager (Resources) is responsible for maintaining the Asset 
Register and the Property Terrier. 

The latest professional guidance is the CIPFA’s Code of Practice on Local Authority Accounting in the 
United Kingdom – 2016/17. There have also been a number of National Audit Office Reports and these 
specifically consider ten benefits of good asset management and are summarised by Communities and 
Local Government (CLG) Building on Strong Foundations (Ref. 5). The report stated that effective asset 
management can:

 deliver exceptional services for citizens, aligned with locally agreed priorities, while focusing investment 
clearly on need;

 empower communities and stimulate debate;
 improve the economic well-being of an area;
 ensure that, once built, assets are correctly maintained;
 introduce new working practices and trigger cultural organisational changes;
 reduce carbon emissions and improve environmental sustainability;
 increase co-location, partnership working with other authorities or organisations that could lead to 

sharing Estates knowledge and improvement;
 improve the accessibility of services and ensure compliance with the Disability Discrimination Act 2005;
 generate efficiency gains, capital receipts or an income stream; and
 improve the quality of the public realm.

Opinion 

The audit has found that eight of the eleven controls tested were working effectively.  Improvements can be 
made with regard to updating the Asset Management Plan, reintroducing accurate benchmarking and 
ensuring accuracy within accounting records. 

Management Response

Finance Manager - Management agree with the findings within the report and the financial procedure rules 
with regards to the disposal of assets will be amended to remove inconsistencies. The Financial Procedure 
rules are fully reviewed every two years (and subsequently approved by Full Council).  It is still intended 
that approval for amendments regarding asset disposals and any other subsequent alterations will be 
sought in 2018/19. 

See following page for control table:

Page 57



Summary of Internal Audit Reports Issued to Date

ASSET MANAGEMENT - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

A
ug 2017

Sep 2017

C1. Collecting data on size, use, 
occupancy, condition, running costs 
and open market value is undertaken 
appropriately (realistic alternative 
uses);

Full records are maintained and updated of the Authority’s land and 
buildings. This includes asset management software, network 
folders for deeds and key documents and the fixed asset register 
for financial information. A five year rolling programme of 
revaluations is in place.

G G

C2. Ensuring that asset management 
plans include quantification of the 
potential costs and benefits of 
proposals and sharing this 
information with other local bodies 
providing public services;

The Asset Management Plan has expired as of March 2017.
A new plan will be developed however this is likely to take several 
months.
The previous plan is still available via the website.

A A

C3. Publishing maps or details of the 
properties held by the public sector in 
local areas, and inviting proposals for 
alternative use of them;

Information on current assets has been published on the Authority’s 
website in accordance with the Local Government Transparency 
Code 2015. Published OS co-ordinates were found to be accurate.

G G

C4. The Council participate in other 
benchmarking networks, such as 
those offered by CIPFA Property;

Resourcing issues have meant that there has been no reliable 
benchmarking exercise other than figures based on estimated data, 
during the last two years.

A A

C5. Identifying and disposing of 
surplus or under-utilised property is 
undertaken effectively;

The Property and Procurement Manager aided by the Senior 
Estates Officer review property usage on an ongoing basis and this 
is discussed at the regular Asset Management Working Party 
meetings. 

G G

C6. There are clear efforts to 
consider reconfiguring services and 
administration so that they occupy 
less space; 

The Authority has an active transformation programme and is 
currently investing in new office space that will enable the 
workforce to be consolidated onto fewer sites and allow the 
disposal of surplus assets.

G G

C7. Consideration is given to tenure 
other than ownership – such as 
lease, rent or lease-back – where 
that gives demonstrably better value;

Leasing arrangements are used where this is deemed to provide 
better value. Short term hire is used for some refuse vehicles 
although the Authority is moving towards a fully owned fleet. An 
operating lease is in place for reprographic equipment. 

The Draft Statement of Accounts for 2016-17 incorrectly states that 
the Authority is currently the lessee in respect of two finance leases 
for office space. 

G G

C8. Implementing capital charging 
arrangements that make managers 
accountable for the cost of the capital 
they use;

Capital charges such as depreciation and impairment, as well as 
asset revaluations are posted to the Asset Register and general 
ledger at year end. Records supporting this process for year end 
2016-17 were of a good standard.

G G

C9. Acquiring property at reduced 
prices to satisfy planned future need 
against the strategic property plan;

The Authority is currently consolidating rather than expanding its 
property portfolio overall. Efforts, approved by Full Council, are 
ongoing however to secure new premises for one key service that 
is currently being re-organised.

G G

C10. Purchase, management and 
disposal of assets comply with the 
Financial and Contract Procedure 
Rules ensuring that assets are used 
efficiently and effectively to obtain 
maximum value for money. 

Expenditure controls ensure appropriate authorisation of 
purchases. Disposal authorisation protocols within the Financial 
Procedure Rules were unclear and even contradictory. Recent 
disposals sought to obtain the best sale price by inviting offers or 
selling via public auctions.

A A

C11. Accounting records comply with 
the CIPFA accounting code of 
practice.

The Asset Register and general ledger records were found to be 
sufficiently detailed and code structures used were in accordance 
with the CIPFA Code of Practice.

G G
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Summary of Internal Audit Reports Issued to Date

Debtors – Good (6/7 controls were effective at the time of publishing)

Previous Audit Opinion (October 2015) – Satisfactory (6/8 controls were effective at the time of publishing)

Background

The debtors system manages the invoicing and payment collection for chargeable goods and services 
provided by the Council to the general public and businesses. Debtors to the Council are recorded in the 
Debtor’s module of the Council’s CedAr software system, which has a direct interface to the General 
Ledger. Debtors appear in the Financial Statements as a current asset.

The main aim and objectives of the service is to bill the right person for the right amount at the right time. A 
further aim is to take correct action to maximize recovery of debt owed to the Council. The system is 
overseen and monitored by the NNDR & Income team.

The previous Debtors Audit concluded that the system was being operated to a satisfactory standard. 
Based on our sample testing at that time we identified that improvements could be made in 2 of the 8 
controls reviewed, with the remainder operating effectively.

This audit derives from the annual audit plan of the Internal Audit Section and a requirement to audit key 
systems on a regular basis. 

Opinion 

The audit has found that six of the seven controls tested were working effectively. Although outside of the 
team’s immediate control, improvements can be made with regard to the level of detail contained within 
invoices and by reviewing the methodology applied when reporting collection statistics. 

Management Response

Customer Support Manager - The audit reflects the ongoing good work done by the team and the issues 
identified by the audit are outside of their direct control. It is important that all officers across all teams raise 
invoices with sufficient detail to ensure customers and the debtor’s team have all the information they 
require.

The debt collection figure has been reported in line with the requirements set out by the accounts team but 
I welcome the chance for the methodology to be reviewed and amended as necessary.

See following page for control table:
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Summary of Internal Audit Reports Issued to Date

DEBTORS - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

O
ct 2017

O
ct 2017

C1. Invoices are raised 
promptly and authorized for 
the correct value, coding and 
VAT and that there are 
mechanisms in place to ensure 
all sundry income is invoiced 
including periodical income.

Invoices were promptly raised where it was possible to verify this, 
however some invoices lack sufficient detail, such as the period 
covered by the charge.
Each department is responsible for ensuring that periodic 
invoicing occurs at the correct time.
Standard fees in line with published rates had been applied in 
respect of room hire, parking permits and licences.

A A

C2. Collection rates are 
reviewed and arrears pursued 
according to policy.

SPAR.net is used to record collection rates which are then 
reported to the O&S (Internal) Committee. Recovery is carried out 
primarily by the Income team with involvement from Legal 
Services if deemed necessary. Account notes recorded actions 
taken during recovery and were up to date in our sample.

G G

C3. Write-offs are made in 
accordance with correct 
procedures (Policies & 
Financial Procedures).

Write offs and cancellations were processed appropriately. 
Supporting evidence such as the authorised ‘debtor matrix’ form 
were retained and readily available. 

G G

C4. The debt position is 
reported accurately and on a 
timely basis to the managing 
body.

A Quarterly Business Review is presented to the O&S (Internal) 
Committee which includes performance information such as 
recovery rates and levels of aged debt. Recovery rates exceed 
the target set, which is set at a reasonable level, and aged debt 
levels are at the lowest levels for several years.

There are concerns regarding the methodology used (based on 
an overall aggregated figure) to produce the debt collection figure 
and this audit has proposed an improvement suggestion to review 
the rate figure to see if can be amended to reflect current, in-year, 
performance.

G G

C5. Associated suspense 
accounts are reviewed and 
cleared on a regular basis.

The Fund 39 account within the Capita Cash Receipting system is 
used for incorrectly coded transactions or transactions with no 
known code. This account is regularly monitored by the Customer 
Services Supervisor and no ongoing delays were noted.

G G

C6. Debtors system is 
regularly reconciled to the 
General Ledger.

The Accountancy team are responsible for the reconciliation of 
the general ledger debtor control account to the debtor module. 
This process was up to date and no unexplained variances 
existed.

G G

C7. Access to IT systems are 
adequately controlled and 
monitored.

Access to the debtor system is controlled by the System 
Administrator. User profiles restrict access to an appropriate level. 
Password controls were satisfactory and system data is regularly 
backed up to an offsite location.

G G
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Summary of Internal Audit Reports Issued to Date

Council Tax – Good (13/14 controls were effective at the time of publishing)

Previous Audit Opinion (November 2016) – Good (13/14 controls were effective at the time of publishing)

Background

The Council Tax was created by the Finance Act 1992 and came into operation on 1st April 1993. The act 
requires that all domestic properties be placed in one of 8 bands, referenced A to H, according to values 
given them by the Listing Officer, an appointee of The Commissioners of the Inland Revenue, and based 
on market values as at 1st April 1991. The Council Tax contributes to the cost of services provided by 
Torridge District Council, Devon County Council, Devon and Cornwall Police Authority, Devon and 
Somerset Fire and Rescue Authority as well as local Parish & Town Councils. 

There are 32,331 banded properties in the district, of which most are classed as chargeable dwellings 
(taking account of discounts, exemptions, disabled relief and empty properties). Torridge District Council is 
responsible for the collection of Council Tax. The Council Tax System involves maintaining a database of 
eligible dwellings, which are banded based on valuations performed by the Valuation Office Agency (VOA), 
an executive agency of HM Revenues & Customs (HMRC).

As the Charging Authority, Torridge District Council is responsible for the accurate and timely billing and 
collection of the tax and ensuring that accurate and timely precept payments are made during the financial 
year. A further aim is to take correct action to maximise recovery of Council Tax.

The previous audit of the Council Tax system was conducted in October 2016 and covered the 2016/2017 
financial year. The audit opinion from this audit was Good.  

Opinion 

The audit has found that twelve of the fourteen controls tested were working effectively.  Improvements can 
be made with regard to updating online procedures and ensuring reconciliation records are accurate. 

Management Response

Customer Support Manager - The Council Tax team has been subject to some significant staff changes 
during the last 12 months but despite this they continue to provide a service that has been assessed as 
good. This is a credit to the team and their hard work. The items identified have or are in the process of 
being actioned.

See following page for control table:
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Summary of Internal Audit Reports Issued to Date

COUNCIL TAX - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

O
ct 2017

O
ct 2017

C1. Council Tax amounts are set and 
approved by members by 11th March in 
the year prior to the financial year

Council Tax levels were approved by Full Council on 27 February 2016. G G

C2. Any discounts (single occupier, 
disabled, empty etc.) are verified and 
controlled

Council Tax Support, Discounts and Exemptions have been applied 
correctly in most instances, however insufficient evidence was held to 
confirm all cases reviewed. Eligibility is subject to checks which include 
data matching; declarations; review of documentary evidence and property 
inspections. Online procedures, including those relating to discounts, are 
not up to date.

A A

C3. Any exempt properties are 
appropriately reviewed by visiting 
officers on a regular basis

Evidence was seen to show that inspections had occurred in a number of 
cases, but we did find one instance where no inspection was recorded. 
Standard empty properties are commonly subject to telephone reviews and 
only visited if necessary. 

G G

C4. There is an automated update of 
benefit entitlements

Information on Council Tax Support is posted daily between the Housing 
Benefit and Council Tax modules of Academy. The System Admin team 
monitor and reconcile these postings.

G G

C5. The Academy system is reconciled 
(fully and accurately) to the valuation 
list on a regular basis 

A weekly reconciliation of property numbers within each band is carried out 
between the Council database and that of the Valuation Office Agency 
(VOA). There are currently two unknown variances in bands A and D.

G G

C6. The Academy system is updated 
with new Council Tax bandings in a 
timely and accurate manner. Changes 
to system parameters are verified and 
checked.

Changes to the valuation list are notified to the Authority by the VOA on a 
weekly schedule. The changes had been promptly and accurately updated 
on the Academy system.

G G

C7. All calculations of Council Tax 
liability are accurate and timely and 
there is a reasonableness check on 
bills produced

Annual bills and in-year adjustment notices were promptly issued. Bill 
calculations in our sample were accurate and had been calculated as a 
daily charge using system parameters set prior to the start of the year.

G G

C8. Collection rates are monitored and 
reported

Processes are clearly documented and recovery actions are automatically 
escalated where non-payment continues. Collection rates are monitored 
monthly and reported to SMT quarterly. 

G G

C9. Recovery processes for non 
payment are in place and working

A recovery schedule is in place and has been followed. This includes the 
monthly generation of reminders and summonses and attendance at court 
to pursue a legal recovery route where necessary. Where a stop recovery 
is placed on an account, diary dates are used to ensure they are 
monitored.

G G

C10. Write-offs are made in accordance 
with correct procedures (Policies & 
Financial procedures)

Council Tax write-offs have been processed in accordance with agreed 
procedures and evidence of checks retained.

G G

C11. The Council Tax system is 
regularly reconciled to the Cash 
Receipting system, the Benefits system 
and the GL (Cedar)

The Academy, Capita and CedAr systems are reconciled daily. No 
unexplained variances existed at the time of testing. The spreadsheet 
record summarising the reconciliation contained formatting errors.

A G

C12. Precepts are paid correctly and on 
time.

Precept payments were found to have been paid correctly and on time in 
accordance with the schedule. 

G G

C13. The cash payments suspense 
accounts are reviewed and cleared on 
a regular basis

The Academy suspense account is monitored daily by the System Admin 
team. There were seven transaction pairs for the current year to date and 
all had been processed promptly.

G G

C14. Access to IT systems are 
adequately controlled and monitored.

Access to the Academy system is administered by the System Admin 
team. Users are authorised and access levels are dependent on the users’ 
role. Passwords are changed at regular intervals.

G G

Page 62



Summary of Internal Audit Reports Issued to Date

Licensing – Satisfactory (14/20 controls were effective at the time of publishing)

Previous Audit Opinion (May 2014) – Good (8/8 controls were effective at the time of publishing)

Background

The work within the Licensing Service, including the setting of local policy for Taxi Licensing, is 
underpinned from various pieces of statutory legislation including;

 The Town Police Clause Act 1847 & 1889
 The Transport Act 1980, 1981 and 1985
 The Road Safety Act 2006
 Crime and Disorder Act 1998

More recently, it also became a legal duty of Local Authorities, such as Torridge District Council, to ensure 
that their functions are discharged having regard to the need ‘to safeguard and promote the welfare of 
children’ and that ‘any services provided by another person pursuant to arrangements made by the person 
or body in the discharge of their functions are provided having regard to that need” (Children Act 2004, 
S11(2). The Licensing Service forms part of the Authority’s Regulatory Services and is overseen by the 
Environmental Health and Community Safety Manager.  There is a small Licensing team that include a 
Licensing Lead Officer, Administration staff, as well as a dedicated group of Neighbourhood Officers whose 
duties include carrying out enforcement activity within Environmental Protection, Licensing and Community 
Safety & Public Health.

Opinion 

The audit has found that 14 of the 20 controls tested were working effectively.  We found that 
improvements could be made with regards to the Licensing team in being able to identify and assess risks 
associated with their service.  Overall, we found that the Licensing Service has taken an active role in 
reviewing their Safeguarding practices in light of the Rotherham enquiry including making amendments to 
policy and training requirements.

Management Response

Environmental Health & Public Safety Manager
Risk Management - Accepted – this will be reviewed during the next service plan review and additional 
areas considered and included if appropriate
Risk Management – Role of the Licensing Committee - There is an established corporate risk 
management and scrutiny structure in place already therefore I am unsure of the benefits of licensing 
specific risks to report to a separate committee outside of these arrangements. A business report is 
regularly presented to the licensing committee. As well as reporting on key indicators and regulatory 
updates, it’s also an opportunity to raise any issues that may impact on operational delivery. While this 
would not be considered a full risk report, it does provide a means to highlight specific issues and concerns 
that the licensing committee need to be aware of or provide input into. We would contend that this is 
sufficient for the needs of the service.
Loss of Key Staff - While the JD’s for the Neighbourhood Officers are generic providing some cover 
between disciplines, due to the breadth of knowledge needed within each work area and ongoing 
caseloads, in reality deployment on a rotational basis is not practical. Instead the team operate on a ‘lead 
officer’ basis allowing each officer to maintain a specialist knowledge and support colleagues in that area. 
We continue to develop cross functional working within this framework (as has been identified and directed 
within the appraisals of the Neighbourhood Officers) but in terms of this item we would consider this 
reviewed, and will not be implemented.  
Child Exploitation (CSE) & Taxi Service - Audit findings noted and agreed.

See following pages for control table:
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Summary of Internal Audit Reports Issued to Date

LICENSING - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

Risk:  Sexual exploitation of children and vulnerable adults – Taxi Service

KEY CONTROL
SUMMARY OF FINDINGS

Sept 17

O
ct 17

1A. Use of Risk Assessment The service is aware of the risks associated with Child 
Exploitation within the service, from review of the Rotherham 
enquiry.  The service should consider the need to formally assess 
this risk and to consider inclusion within their risk register.

A A

1B. Use of Policy The Taxi policy has been subject to a recent review and includes 
Safeguarding/CSE requirements including mandatory training for 
Licensed Taxi drivers. 

G G

1C. Use of Code of Conduct The Licensing Service have developed a code of conduct 
document which Taxi drivers are aware of.

G G

1D. Training arrangements (Internal) Safeguarding/CSE training has been provided to Licensing staff 
recently and staff has been provided with a list of relevant 3rd 
party contacts.

G G

1E. Training Arrangements for Taxi 
Drivers

Training requirements are clearly stated within the Taxi Policy, 
though as yet, training has not been provided to licensed Taxi 
Drivers.  The Licensing team are working with the Police Force to 
facilitate the initial CSE training.

A A

1F. Vetting Procedures The Licensing service has effective procedures to vet Taxi Drivers 
on application and renewal of a taxi license.  The service should 
consider the benefit of using the Status Check service in future as 
this may enhance safeguarding processes.

 A A

1G. Complaint handling procedures  The Licensing service record and respond to complaints timely.  
For CSE purposes, the service could consider the opportunity to 
record CSE/Safeguarding concerns using a separate field within 
the Idox system.

A A

1H. Use of Central record of 
Licensed Taxi drivers

The service maintains a record of Licensed Taxi drivers on the 
Idox system and on paper record.  The service may need to use 
the Idox system (electronic record) as their main central record in 
future. 

G G

1I. Use of Central record of Licensed 
Taxi drivers who provide transport for 
vulnerable users

Not applicable.  A central record is held by the County Council.
N/A N/A

1J. Terms of reference – Licensing 
Committee roles and responsibilities

The Licensing Lead is due to discuss training requirements with 
Licensing Committee members.  There could be benefit in 
formalising their responsibilities for Safeguarding/CSE within their 
formal terms of reference (TOR).

A A

1K. Communication with multi 
agencies

The service work with other agencies including the Police 
Authority, MASH and the Local Authority Designated Officer 
(LADO).  The Taxi Policy enables the Licensing service to revoke 
and/or suspend a taxi license if a safeguarding issue is raised by 
a 3rd party agency.

G G

1L. Vehicle and Driver inspections There is an established inspection programme (annual checks) 
and all taxi inspections are recorded on their central electronic 
system.  A recommendation has been provided outside of this 
report for the Licensing service to consider the need to include 
CSE/Safeguarding within the inspection template.  

A A
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Summary of Internal Audit Reports Issued to Date

Risk: Loss of Key Staff 

KEY CONTROL
   SUMMARY OF FINDINGS

Sept 17

O
ct 17

2A. Use of Risk Assessment The risk has been formally risk assessed.  The risk is reviewed 
on at least an annual basis.  

G G

2B. Business Continuity arrangements 
including Business Impact Assessment

The service has implemented a business continuity plan, 
although this has not been tested.  A Business Impact 
Assessment was conducted as part of this audit review.  

G G

2C. Cross Training of staff The team operate on a ‘lead officer’ basis allowing each officer 
to maintain a specialist knowledge and support colleagues in 
that area. We continue to develop cross functional working 
within this framework (as has been identified and directed within 
the appraisals of the Neighbourhood Officers) but in terms of this 
item we would consider this reviewed, and will not be 
implemented.  

G G

2D. Regular review of staffing structure The service review staffing structure where there is a change to 
service requirements.  G G

2E. Arrangements with other Local 
Authorities to provide resources

The Licensing Lead participates in a regional Licensing 
Benchmarking group, although, as yet, there is no formal 
arrangement in place which would allow for resources to be 
made available in the event of loss of key staff.

G G

2F. Development of local procedure 
and guidance documents

The Licensing team have created local procedure guidance 
which is located on the Idox system.  This control has not been 
fully assessed during this audit review.

G G

2G. Use of Staff training programme  The service has not developed a formal training programme for 
Licensing staff.  

There is currently no recognised training or qualification route 
available.  

There is an existing appraisal process, which allows for 
Licensing staff to identify and discuss any training needs.

G G

2H. Job Descriptions There are job descriptions held for all posts within the Licensing 
Service.  These were seen during this review.

G G
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Summary of Internal Audit Reports Issued to Date

Wessex Home Improvement Loans 2017 – Substantial 

Third Party Audit Carried out by SWAP

Background

If your home is in need of essential repairs and you can't afford to get it done, you can apply for a Home 
Repairs Assistance loan.  Low interest loans to owner-occupiers are administered on behalf of the Council 
by Wessex Resolutions CIC, a not-for-profit company. The maximum amount of loan available is currently 
£15,000 (subject to affordability). To qualify for a loan you must have been resident at your property for 3 or 
more years, or to have been resident in the Torridge area for at least 10 years out of the last 15 years.

Wessex Resolutions CIC administer low interest home loans on behalf of 20 local authorities in the South 
West. 

Since the loan partnership began in 2008, Wessex have provided 57 loans to homeowners across 
Torridge totalling £281,399.  Of this, £79,417 has been repaid and is back in Torridge’s capital pot to 
be reused.  There have been no debt write offs in Torridge to date. 
  
Of the 57 loans, 18 of these have been heating related with a potential NHS saving of £307,526!  

An audit to review the activities of Wessex Home Improvement Loans (WHIL) was undertaken at the 
request of the Consortiums (the Somerset Consortium of Local Authorities, the Devon Consortium of Local 
Authorities and the Wiltshire Consortium) to provide assurance that their funds are being managed 
effectively, efficiently and securely. 

Opinion

I am able to offer substantial assurance as the areas reviewed were found to be adequately controlled. 
Internal controls are in place and operating effectively and risks against the achievement of objectives are 
well managed. 

We are pleased to report that our testing confirmed that there are adequate and effective controls in place 
to manage the provision of loans, investments and local authority subscriptions. Funds invested by the 
Councils specifically for WHIL are ring-fenced from those of the rest of the organisation. Evidence was 
reviewed of the governance arrangements in operation and these were found to be satisfactory. A 
framework of controls exists to ensure that WHIL complies with legislation through applying best practice, 
with a suite of internal policies and procedures to support compliance. Customer satisfaction with the 
service provided by WHIL remains high, with a more holistic survey being implemented since our last audit. 

We can confirm that WHIL continue to provide an efficient, quality service to the Consortium and their 
Clients. No recommendations have been raised within this report. 

Page 66

http://www.wrcic.org.uk/index.php


Agenda Item
REPORT OF Service Improvement Officer
To: Audit & Governance Committee
Subject: Progress with Agreed Actions
Date: 5th December 2017 Reference:

PURPOSE OF REPORT:  To provide an update on progress with implementing agreed actions.
 

1. INTRODUCTION
The Audit & Governance Committee requested a regular report on progress with agreed 
actions. This report is set out at appendix A. 

2. REPORT
A summary of the position as at the 30th November is shown at Appendix A. 

Since the Audit & Governance Committee in July 2017 there has been 7 internal audit 
report issued containing 18 agreed new audit actions. In the same period there have been 
13 actions completed by management. 

There were 5 internal audit actions due for completion by the end of November 2017 
which were not completed on time. The responsible officers have been contacted and as 
a result:
- An extension has been agreed for 1 audit action;
- Two actions have missed their deadline due to staff changes and work priorities;
- Two activities are recommended for archiving due to changing circumstances.  

3. IMPLICATIONS

Legal Implications
None

Financial Implications
None

Human Resources Implications
None

Sustainability Implications
None

Equality/Diversity
None
Risk Management
The two key outcomes from an audit are the opinion on the audit subject, which indicates the 
level of assurance that members can take, and the agreed actions to strengthen the control 
framework where testing has shown risks are not being adequately managed. The agreed 
actions are evaluated using the corporate risk matrix and the audit reports include those 
risks that are medium or high. Low risk or housekeeping matters are reported separately and 
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directly to management for them to manage. The Internal Audit team report on progress in 
implementing the actions agreed with management to better control high and medium risks. 

Compliance with Policies and Strategies
This report complies with the Audit & Governance Committee terms of reference and the 
Audit Procedures Manual. 

Ward Member and Leader Member Views
Consultation date - Councillor Philip Hackett – November 2017.

4. CONCLUSIONS
Since the A&G meeting in May 2017, 18 new actions have been identified in internal audit 
reports and 13 actions have been completed by management.

5. RECOMMENDATIONS

Committee are asked to:

 Note the progress with actions in this Quarter

SUPPORTING INFORMATION

Consultations: Jenny Wallace
Steve Hearse
Councillor Philip Hackett
Other officers as required

Contact Officer: Chris Dobbs

Background Papers: Audit files
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Appendix A - Progress with Agreed Actions - as at 30th November 2017

Description Medium 
Risk

High                 
Risk Total

Number of scheduled actions on last report (30/06/2017) 23 0 23
Number of new agreed actions this period 17 1 18

Total agreed actions   41  
Actions completed this period 13  13
Archive requests this period 2  2
Balance of scheduled actions (30/11/2017)   26
    
Number of actions where target date has been missed   5
    

Number of Scheduled Actions by Service  

Service Area Medium 
Risk

High                 
Risk Total  Due by 

30/11/17
Due by 

31/03/18
Due After 
31/03/18

Accountancy Services 2  2    2
Commercial   0     
Customer Services   0     
Governance   0     
Housing Options 2  2   2  
Human Resources   0     
ICT 1  1  3   
Legal Services 1  1   1  
Planning 2  2   2  
Property 5  5   2 3
Regulatory 4 1 5   5  
Revenues & Benefits 5  5   5  
Safeguarding   0     
Waste & Recycling & Community Safety 1  1  1   
Strategic Manager (Services) 4  4  1  1

Total o/s actions 27  28  5 17 6

Grant Thornton Action Plan (2017 Audit Findings) 5 Completed 2   1 2

First Extension                      1

Archive Requests                  2

Missed Deadlines                  2
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Appendix B - Progress with Agreed Actions - as at 30th November 2017

First Extension Agreed

Service
Responsible 

Officer Status Audit
Action 

Summary
Complete 

By Comment

Risk 
Management

Steve 
Hearse

Extension 
Agreed

Risk 
Management 

Audit 
2016/17

Service Risk 
Registers

Was 
30/09/2017 

Now 
28/02/2018

A number of issues remain regarding the quality of information recorded in Service Risk 
Registers and to a lesser extent the Corporate Risk Register. At the time of the audit the 
Business Plans were being refreshed for the current year, which involved a review of the 
service risk registers and this subsequently feeds the risk map. Therefore I would expect 
there to be some gaps whilst that work was in hand.  We will internally review and confirm to 
the A&G Committee once this process had been concluded. 
This date has been extended to add in the additional review and challenge of the 
service risk registers during the 2018/19 business planning process.

Dates Missed

Service
Responsible 

Officer Status Audit
Action 

Summary
Complete 

By Comment

ICT Roger 
Jenkins

Milestone 
Missed

IT Security 
Audit 

2016/17

Information 
Management 

Policy

Was 
31/12/2016 

Now 
30/09/2017

The Information Management Policy is overdue for review (October 2015) and has a review 
frequency that does not correspond with the overarching Policy Framework document. The 
Policy should be reviewed and updated as necessary. Original action was for the 
Business Transformation Manager who left in March 2017; the action was recently 
picked up by SCOMIS

ICT Roger 
Jenkins

Milestone 
Missed

IT Security 
Audit 

2016/17

Security 
Policy

Was 
31/12/2016 

Now 
30/09/2017

The Information Security Guidance located on the Intranet has a next review date of June 
2016, making is slightly overdue. It also has a last review date of June 2014. This two year 
gap does not meet the requirements of the overarching Policy Framework document which 
states that all ICT Policies will be reviewed at least annually.

Reliance on out of date or inaccurate information could lead to increased exposure to 
security breaches. The guidance document should be reviewed and updated. Consideration 
should be given to whether the Policy Framework requirement for annual review of all ICT 
Policies could be relaxed. Original action was for the Business Transformation 
Manager who left in March 2017; the action was recently picked up by SCOMIS
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Archive Requested

Service
Responsible 

Officer Status Audit
Action 

Summary
Complete 

By Comment

Waste Richard 
Haste

Milestone 
Missed

Procurement 
Audit 

2016/17

Formal 
Contracts

Was 
30/09/2016 

Now 
30/09/2017

We acknowledge that there is no formal agreement in place, Peake GB are a specialist 
provider who we have used for many years, and we hold risk assessments to ensure that 
both parties are aware of and can manage risk associated with the service.

We have recently reviewed clinical waste collections which should result in a significant 
reduction in the costs payable to the contractor. If the ongoing costs associated with the 
service warrant it (are expected to be over £30k per year), we will carry out a formal 
tendering exercise and draw up a formal agreement between the partner Authorities and the 
contractor. This was to have been a joint procurement exercise by Torridge, North 
Devon and Mid Devon but North Devon and Mid Devon have shelved this. The current 
arrangement with Peake (although without a contract) allows for the subsidy of their 
disposal charge by the collection costs - if we go to the market then in any new 
arrangement will cost more for Torridge as the disposal element will have to be put 
into the existing county contract which is considerably lower. The manager does not 
want to change the status quo as this will result in additional costs to Torridge.  

ICT Steve 
Burgess

Milestone 
Missed

TPO Follow 
Up Audit 

2016

Scan and 
Plot 

functionality

Was 
06/04/2017 

Now 
30/09/2017

A further issue which has arisen relates to the software itself. Following an ‘upgrade’, the 
Tree Officer is no longer able to filter out TPO’s which are currently being 
renewed/amended, meaning that the visual representation shown on the map is not usable 
as an accurate depiction of the TPO being viewed. 

The IT team have identified a requirement for a Web Mapping Solution for the Council. 
Not only would this resolve the TPO issue it would provide a mapping solution to 
enable a range of online services to be provided to the public. A quotation has been 
obtained for the mapping solution and this is part of the Digital by Default” project 
within the Transforming Torridge Programme.
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Audit & Governance Committee progress report and update – Torridge District Council

2© 2017 Grant Thornton UK LLP. All rights reserved.

The contents of this report relate only to the matters which have come to our attention, which we believe need to be 

reported to you as part of our audit process. It is not a comprehensive record of all the relevant matters, which may 

be subject to change, and in particular we cannot be held responsible to you for reporting all of the risks which may 

affect your business or any weaknesses in your internal controls. This report has been prepared solely for your 

benefit and should not be quoted in whole or in part without our prior written consent. We do not accept any 

responsibility for any loss occasioned to any third party acting, or refraining from acting on the basis of the content 

of this report, as this report was not prepared for, nor intended for, any other purpose.
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Audit & Governance Committee progress report and update – Torridge District Council

3© 2017 Grant Thornton UK LLP. All rights reserved.

Introduction

Members of the Audit & Governance Committee can find further useful material on our website www.grant-thornton.co.uk, 

where we have a section dedicated to our work in the public sector. Here you can download copies of our publications:

• Income generation is an increasingly essential part of providing sustainable local services ; 

http://www.grantthornton.co.uk/en/insights/the-income-generation-report-local-leaders-are-ready-to-be-more-commercial/

• Social enterprises are becoming increasingly common vehicles for delivering services that are not an ‘essential’ service for 

an authority but still important to the local community; http://www.grantthornton.co.uk/en/insights/a-guide-to-setting-

up-a-social-enterprise/

• Fraud risk, 'adequate procedures', and local authorities; http://www.grantthornton.co.uk/en/insights/fraud-risk-adequate-

procedures-and-local-authorities/

• Brexit and local government;   http://www.grantthornton.co.uk/en/insights/a-global-britain-needs-more-local-

government-not-less/ and  http://www.grantthornton.co.uk/en/insights/brexit-local-government--transitioning-

successfully/

If you would like further information on any items in this briefing, or would like to register with Grant Thornton to receive

regular email updates on issues that are of interest to you, please contact either your Engagement Lead or Engagement 

Manager.

This paper provides the Audit & Governance Committee 

with a report on progress in delivering our responsibilities 

as your external auditors. 
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Audit & Governance Committee progress report and update – Torridge District Council

4© 2017 Grant Thornton UK LLP. All rights reserved.

Progress at 24 November 2017

2016/17 work Planned Date Complete? Comments

Fee Letter 
We are required to issue a 'Planned fee letter for 2016/17' by the 

end of April 2016
April 2016 Yes The 2016/17 fee letter was issued in April 2016.

Accounts Audit Plan
We are required to issue a detailed accounts audit plan to the 

Council setting out our proposed approach in order to give an 

opinion on the Council's 2016-17 financial statements.

April 2017 Yes The Audit Plan was reported to your April meeting.

Interim accounts audit 
Our interim fieldwork visit plan included:

• updated review of the Council's control environment

• updated understanding of financial systems

• review of Internal Audit reports on core financial systems

• early work on emerging accounting issues

• early substantive testing

• Value for Money conclusion risk assessment.

Feb – March 2017 Yes
The results of the interim audit were reported in the Audit Plan, which 

was on the agenda of your April meeting.

Final accounts audit
Including:

• audit of the 2016/17 financial statements

• proposed opinion on the Council's accounts

• proposed Value for Money conclusion

• review of the Council's disclosures in the consolidated accounts 

against the Code of Practice on Local Authority Accounting in 

the United Kingdom 2016/17  

July – Aug 2017 Yes

The Audit Findings Report was presented to your August meeting. We 

issued an unqualified opinion on the financial statements on 22 August 

2017.
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Audit & Governance Committee progress report and update – Torridge District Council

5© 2017 Grant Thornton UK LLP. All rights reserved.

Progress at 24 November 2017

2016/17 work Planned Date Complete? Comments

Value for Money (VfM) conclusion
The scope of our work is unchanged to 2015/16 and is set out in the 
final guidance issued by the National Audit Office in November 
2015. The Code requires auditors to satisfy themselves that; "the 
Council has made proper arrangements for securing economy, 
efficiency and effectiveness in its use of resources".

The guidance confirmed the overall criterion as; "in all significant 
respects, the audited body had proper arrangements to ensure it 
took properly informed decisions and deployed resources to 
achieve planned and sustainable outcomes for taxpayers and local 
people".

The three sub criteria for assessment to be able to give a 
conclusion overall are:

• Informed decision making

• Sustainable resource deployment

• Working with partners and other third parties

Feb – July 2017 Yes

The results of our work on VfM were reported in the Audit Findings 
Report to the August meeting of the Audit and Governance Committee. 
We issued an unqualified VFM conclusion on 22 August 2017.

Annual Audit Letter
A summary of all work completed as part of the 2016/17 audit. October 2017 Yes The Annual Audit Letter is included on the agenda of this meeting.

Other areas of work 
• Housing benefit subsidy claim

Sept – Nov 2017 Not yet due
The Housing benefits subsidy work going through final review at the 

time of writing and the claim will be certified by 30 November 2017.

Other activities
• We held an Income Generation workshop in Exeter on 13 October 2016. The aim of these events is to bring together senior leaders from local government and the private and 

investment sectors to stimulate cross-sector debate and consider current and future funding models. The workshop was attended by your Strategic Manager (Resources).

• We held Faster Close workshops in Bristol and Exeter during October. The workshops were aimed at local authority practitioners and considered the main factors for authorities to 

consider in accelerating their financial reporting procedures to produce their year-end accounts. The Bristol workshop on 20 October was attended by members of Torridge's 

Finance team.

• Our Joint Venture Seminar was held in Taunton on 6 December 2016, which provided an insight into setting up and running JVs and was attended by 22 officers and members from 

Councils in the South West, including your Strategic Manager (Resources). 

• We held our own local government accounts workshops in 2016/17. Local events were held in Plymouth on 28 February and in Bristol on 1 March.  Key members of the Torridge 

finance team attended the workshops.
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Audit & Governance Committee progress report and update – Torridge District Council

7© 2017 Grant Thornton UK LLP. All rights reserved.

Code of  Practice on Local Authority 
Accounting in the United Kingdom 
2017/18 and forthcoming provisions 
for IFRS 9 and IFRS 15
Code of Practice on Local Authority Accounting in the 

United Kingdom 2017/18 

CIPFA/LASAAC has issued the Local Authority Accounting 

Code for 2017/18. The main changes to the Code include:

• amendments to section 2.2 (Business Improvement 

District Schemes (England, Wales and Scotland), Business 

Rate Supplements (England), and Community 

Infrastructure Levy (England and Wales)) for the 

Community Infrastructure Levy to clarify the treatment of 

revenue costs and any charges received before the 

commencement date 

• amendment to section 3.1 (Narrative Reporting) to 

introduce key reporting principles for the Narrative Report 

• updates to section 3.4 (Presentation of Financial 

Statements) to clarify the reporting requirements for 

accounting policies and going concern reporting 

• changes to section 3.5 (Housing Revenue Account) to 

reflect the Housing Revenue Account (Accounting 

Practices) Directions 2016 disclosure requirements for 

English authorities 

• following the amendments in the Update to the 2016/17 

Code, changes to sections 4.2 (Lease and Lease Type 

Arrangements), 4.3 (Service Concession Arrangements: 

Local Authority as Grantor), 7.4 (Financial Instruments –

Disclosure and Presentation Requirements)

Technical Matters

• amendments to section 6.5 (Accounting and 

Reporting by Pension Funds) to require a new 

disclosure of investment management transaction 

costs and clarification on the approach to investment 

concentration disclosure.

Forthcoming provisions for IFRS 9  and IFRS 15

CIPFA/LASAAC has issued ‘Forthcoming provisions 

for IFRS 9 Financial Instruments and IFRS 15 Revenue 

from Contracts with Customers in the Code of Practice 

on Local Authority Accounting in the United Kingdom 

2018’. It sets out the changes to the 2018/19 Code in 

respect of IFRS 9 Financial Instruments and IFRS 15 

Revenue from Contracts with Customers. It has been 

issued in advance of the 2018/19 Code to provide local 

authorities with time to prepare for the changes required 

under these new standards. 

IFRS 9 replaces IAS 39 Financial Instruments: 

Recognition and Measurement. IFRS 9 includes a single 

classification approach for financial assets, a forward 

looking ‘expected loss’ model for impairment (rather 

than the ‘incurred loss’ model under IAS 39) and some 

fundamental changes to requirements around hedge 

accounting.

IFRS 15 replaces IAS 18 Revenue and IAS 11 

Construction Contracts. IFRS 15 changes the basis for 

deciding whether revenue is recognised at a point in time 

or over a period of time and introduces five steps for 

revenue recognition. 

It should be noted that the publication does not have the 

authority of the Code and early adoption of the two 

standards is not permitted by the 2017/18 Code.
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Audit & Governance Committee progress report and update – Torridge District Council

9© 2017 Grant Thornton UK LLP. All rights reserved.

Independent Review of  Building 
Regulations and Fire Safety

The Government has published the terms of reference for the independent 

Review of Building Regulations and Fire Safety, commissioned following the 

Grenfell Tower fire tragedy.

The DCLG press release states:

“This Review will urgently assess the effectiveness of current building and fire 

safety regulations and related compliance and enforcement issues, with a 

focus on multi occupancy high rise residential buildings. This will include 

addressing whether the government’s large-scale cladding system testing 

programme identified any potential systemic failures.

The Review’s 2 key priorities are to develop a more robust regulatory system 

for the future and provide further assurance to residents that the buildings 

they live in are safe and remain safe. While the Review will cover the 

regulatory system for all buildings, it will have a specific focus on multi 

occupancy high rise residential buildings.

Dame Judith Hackitt, a qualified engineer with strong regulatory background, 

is leading the Review and will draw on the experience of local government, 

industry, the fire sector, international experts and MPs. She will also engage 

with residents of multi occupancy residential buildings.

The Review will report jointly to Communities Secretary Sajid Javid and 

Home Secretary Amber Rudd. An interim report will be submitted in autumn 

2017 and a final report submitted in spring 2018. The Review will co-operate 

fully with the Public Inquiry, and Dame Judith Hackitt will review her 

recommendations in the light of the findings of the Inquiry.”

Sector Issues

The terms of reference state that the review will:

• map the current regulatory system (i.e. the regulations, guidance and 

processes) as it applies to new and existing buildings through planning, 

design, construction, maintenance, refurbishment and change 

management;

• consider the competencies, duties and balance of responsibilities of key 

individuals within the system in ensuring that fire safety standards are 

adhered to;

• assess the theoretical coherence of the current regulatory system and how 

it operates in practice

• compare this with other international regulatory systems for buildings and 

regulatory systems in other sectors with similar safety risks;

• make recommendations that ensure the regulatory system is fit for 

purpose with a particular focus on multi-occupancy high-rise residential 

buildings.

The full terms of reference are available at: 

https://www.gov.uk/government/publications/independent-review-of-

building-regulations-and-fire-safety-terms-of-reference
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Procurement of  external audit 
services

Procurement outcome

As a result of the highly successful procurement of auditor services, opted-in Local 

government and police bodies throughout England will collectively benefit from 

reduced fees for audit services in 2018/19 compared to 2016/17. Aggregate savings 

are expected to exceed £6 million per annum, equivalent to a reduction of 

approximately 18% in the scale fees payable by local bodies.

The results of the process announced on 20 June 2017 involve the award of the 

following contracts:

• Lot 1 of approx. £14.6 million per audit year was awarded to Grant Thornton 

LLP; 

• Lot 2 of approx. £10.9 million per audit year was awarded to EY LLP; 

• Lot 3 of approx. £6.6 million per audit year to awarded to Mazars LLP; 

• Lot 4 of approx. £2.2 million per audit year to awarded to BDO LLP; 

• Lot 5 of approx. £2.2 million per audit year to awarded to Deloitte LLP; and 

• Lot 6 with no guaranteed value of work to awarded to a consortium of Moore 

Stephens LLP and Scott-Moncrieff LLP.

Contracts were awarded on the basis of most economically advantageous tender with 

50% of the available score awarded to price and 50% awarded to quality.

The procurement strategy, agreed by the PSAA Board in December 2016, sets out the 

basis on which the procurement of audit services was carried out.

Having concluded the procurement, PSAA will commence the process of appointing 

auditors to opted-in bodies. For more information on the auditor appointment 

process click here.

Finalising and confirming appointments

The PSAA Board will approve all proposed appointments from 2018/19, 

following consultation with audited bodies, at its meeting in mid-December. 

The Board’s decision on the appointment of auditors is final. Following 

Board consideration, we will write to each audited body to confirm their 

appointment. We plan to send all confirmations on 18 December..

Housing Benefit (Subsidy) Assurance Process 2018/19: 

Module 1 Special Purpose Framework Instruction:

This Circular sets out the arrangements for the audit of the housing benefits 

subsidy for 2018/19. It is for the LA to appoint a reporting accountant to 

undertake this work and notify the DWP of this. A standard letter of 

notification for the LA use is set out in Appendix 1. This letter of 

notification must be issued to the DWP by the LA no later than the 1st 

March 2018.

Sector Issues
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Local Authority 2016/17 Revenue 
Expenditure and Financing  

DCLG has produced a summary of Local Authorities’ 2016/17 provisional revenue spending and financing. It notes that 

Local government expenditure accounts for almost a quarter of all government spending and the majority of this is through 

local authority revenue expenditure. The summary is compiled from the Revenue Outturn (RO) returns submitted by all 

local authorities in England. Coverage is not limited to local councils in England and includes other authority types such as

Police and Crime Commissioners and Fire authorities.

The headline messages include:

• Local authority revenue expenditure totalled £93.5 billion for all local authorities in England in 2016-17. This was 1.1% 

lower than £94.5 billion spent over 2015-16.

• Expenditure on Adult Social Care increased to £14.9 billion in 2016-17. This was £0.5 billion (3.6%) higher than in 2015-

16. 2016-17 was first year local authorities were able to raise additional funding for Adult Social Care through the council 

tax precept.

• The largest decrease in local authority expenditure was on Education services. This was £0.8 billion (2.4%) lower in 2016-

17 than in 2015-16. The majority of this decrease is due to local authority funded schools converting to academies.

• Local authorities are financing more of their expenditure from locally retained income. 40.4% of revenue expenditure was 

funded through council tax and retained business rates and 57.5% from central Government grants. The remaining 2.1% 

was funded by reserves and collection fund surpluses. These percentages were 38.7%, 60.4% and 0.9% respectively in 

2015-16.

• Local authorities used £1.5 billion (6.2%) of the £24.6 billion reserves balance held at the start of the 2016-17.

• Local authorities’ use of reserves was £1.1 billion higher in 2016-17 than in 2015-16. Due to changes in their capital 

programme, £0.5 billion of this increase is due to the Greater London Authority.

The full report is available at: 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/639755/Revenue_Expenditure_and_Fin

ancing__2016-17_Provisional_Outturn.pdf

Did you know….

This data set and many others are included in CFO 

Insights.

CFO Insights is the Grant Thornton and CIPFA online 

analysis tool. It gives those aspiring to improve the 

financial position of their organisation instant access to 

insight on the financial performance, socio-economic 

context and service outcomes of theirs and every other 

council in England, Scotland and Wales.

More information is available at:

http://www.cfoinsights.co.uk/

Sector Issues
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Combined Authorities: Signs of  
Success

In her foreword to ‘Building our Industrial Strategy’ the 

Prime Minister states that the initiative “will help to 

deliver a stronger economy and a fairer society – where 

wealth and opportunity are spread across every 

community in our United Kingdom, not just the most 

prosperous places in London and the South East.” 

Combined Authorities (CAs) – the newest model for the 

governance of local public services – are central to this.

In response to this, Grant Thornton and Bond 

Dickinson have jointly commissioned a report which 

provides an insight into the establishment of each 

combined authority in the context of their specific 

challenges. It is still early days for most combined 

authorities – the political and administrative difficulties of 

adopting this model are not to be under-estimated - but 

early signs are emerging of their potential to innovate and 

drive success.   

The report benchmarks combined authorities using key 

indicators of growth, housing, transport and skills 

amongst others. We have also used our Vibrant Economy 

Index, which goes beyond financial returns and takes into 

account the wellbeing of society, to compare city regions. 

We believe that these benchmarks can serve as a baseline 

for assessment of progress over time.

Key findings from the report:

• CAs must begin to reduce the institutional blurring 

with historic local government structures that has 

occurred with their formation. As greater clarity 

emerges over their roles, functions, and profiles of 

individual mayors, ; their perceived legitimacy will 

increase.

• CAs stand and fall on their ability to add value through 

targeted investment, strategic co-ordination, joined-up 

policy and the levering in of additional resources 

(particularly additional private sector funds).

• There is no single checklist or set of criteria for 

measuring the success of mayors and combined 

authorities, each city region must articulate its own 

challenges and show progress in tackling them. 

• A balanced set of benchmarks encompassing both 

economic and social success will, however, serve as a 

useful stimulus for the debate around the impact of the 

combined authority model over time. 

Grant Thornton publications

http://www.grantthornton.co.uk/en/insight

s/combined-authorities-signs-of-success/
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Setting up a successful social 
enterprise

Local government continues to innovate as it reacts to 

ongoing austerity. An important strand of this 

response has been the development of alternative 

delivery models, including local authority trading 

companies, joint ventures and social enterprises. 

This report focuses on social enterprises in local 

government; those organisations that trade with a 

social purpose or carry out activities for community 

benefit rather than private advantage. Social 

enterprises come in a variety of shapes and sizes as 

they do not have a single legal structure or ownership 

rule and can adopt any corporate form as long as it 

has a social purpose. 

In this report we explore what social enterprises look 

like, the requirements for setting one up, how they 

should be managed to achieve success and how they 

can be ended. 

We have complemented this with a range of case 

studies providing inspiring ideas from those that have 

been successful and some lessons learned to take into 

consideration.

Key findings from the report:

•Austerity continues to be a key driver for change: social 

enterprises are a clear choice where there is an 

opportunity to enhance the culture of community 

involvement by transferring these services into a 

standalone entity at its centre

•The social enterprise model tends to lend itself more to 

community services such as libraries, heritage 

management and leisure, but not exclusively so

•Social enterprises can open up new routes of funding 

including the ability to be flexible on pricing and access 

to pro bono or subsidised advice

•Some local authorities have converted exiting models 

into social enterprises; for example where a greater focus 

on social outcomes has been identified

Striking a balance between financial and social 

returns

If you are a local authority looking to transition a public 

service to a social enterprise model certain factors will be 

key to your success including: leadership, continuing the 

culture, branding, staff reward and secure income stream.

Download our guide to explore how to handle these 

factors to ensure success, the requirements for setting up a 

social enterprise; and how social enterprise can be ended. 

The guide also showcases a number of compelling case 

studies from local authorities around England, featuring 

inspiring ideas from those social enterprises that have been 

a success; and lessons learned from those that have 

encountered challenges.

Grant Thornton publications

http://www.grantthornton.co.uk/en/insight

s/a-guide-to-setting-up-a-social-

enterprise/
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‘Grant Thornton’ refers to the brand under which the Grant Thornton member firms 

provide assurance, tax and advisory services to their clients and/or refers to one or 

more member firms, as the context requires. 

Grant Thornton UK LLP is a member firm of Grant Thornton International Ltd 

(GTIL).GTIL and the member firms are not a worldwide partnership. GTIL and each 

member firm is a separate legal entity. Services are delivered by the member firms. 

GTIL does not provide services to clients. GTIL and its member firms are not agents 

of, and do not obligate, one another and are not liable for one another’s acts or 

omissions. 

grantthornton.co.uk

© 2017 Grant Thornton UK LLP. All rights reserved | Draft
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Agenda Item

REPORT OF DAP Partnership Manager
To: Audit & Governance Committee 
Subject: Readiness for the updated Data Protection Regulations (2018)
Date: 24th November 2017 Reference:

PURPOSE OF REPORT:  To advise the Audit & Governance Committee of the readiness of the 
Council to meet the requirements of the updated Data Protection Regulations (2018).  

1. INTRODUCTION

The proposed Data Protection Regulations will come in to force on the 25th May 2018. These 
new regulations encompass the General Data Protection Regulations (GDPR), which are the 
new EU data rules, extending the scope of the EU data protection law to all foreign 
companies processing data of EU residents. The new regulations provide for a 
harmonization of the data protection regulations throughout the EU, thereby making it easier 
for non-European companies to comply with these regulations; however, this comes at the 
cost of a strict data protection compliance regime with severe penalties, including financial 
penalties of up to 4% turnover.

The Information Commissioner continues to work on guidance to assist organisations (data 
controllers). This guidance has included a “readiness self-assessment” checklist that 
provides an assessment of the key areas that organisations need to address to be ready to 
achieve full compliance.

Although there are a number of changes from the previous act, overall it is expected that if 
organisations fully complied with previous legislation, then the journey to meet the new 
regulations should be reasonably straight forward.

The key changes set out in the new regulations are as follows:-

 The right to be forgotten - Data subjects can request for all of their data to be erased
 Guaranteed data portability - Individuals can request their personal data for transfer
 Data breach reporting - Businesses have 72 hours to report personal data breaches
 Consent management - Companies must get explicit consent from people for their 

data, which can be withdrawn
 Increased accountability - Roles and responsibilities around personal data are now 

required in organisations
 Fines, penalties and lawsuits - Companies are liable to huge fines if they breach the 

GDPR, as well as personal legal action
 Storing data responsibly - Businesses must know what data they hold, why it is 

needed and are required to protect it
 Working with third parties - Companies must manage the risks involved in transferring 

data to third parties
 Data protection officer (DPO) - The DPO is responsible for ensuring compliance 

within companies

At Torridge, the lead officer for preparing the Council for the new regulations is the Senior 
Solicitor & Monitoring Officer. 

2. REPORT
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The attached report is a self assessment, prepared by the Senior Solicitor & Monitoring 
Officer, setting out the areas that require further action. The actions have allocated to key 
officers and expected timescales have been recorded against them   (see Appendix A).

Members of the Committee will note that, by and large, actions are underway to ensure that 
the Council is ready for the new regulations.

Internal Audit will continue to monitor the delivery of the action plan, to ensure that the new 
regulations can be met by the May timescale.

3. IMPLICATIONS
Legal Implications
Compliance with the (expected) Data Protection Regulations 2018.

Financial Implications
None

Human Resources Implications
None

Sustainability Implications
None

Equality/Diversity
None

Risk Management
The internal auditor provides members with assurance on compliance with ICT controls and 
the wider Data Protection Regulations.

Compliance with Policies and Strategies
None

Ward Member and Lead Member Views
Not consulted in advance of meeting.

4. CONCLUSIONS
Overall the self assessment provides good assurance that the council has identified the kay 
action it needs to take to prepare for the new Data Protection Regulations and that actions 
are on track to be completed by May 2018.

5. RECOMMENDATIONS
Committee are asked to note:
The progress being made to ensure that the Council meets the requirements of the new 
Data Protection Regulations.
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SUPPORTING INFORMATION

Consultations: Jenny Wallace, Head of Paid Service 
Steve Hearse, Statutory Finance Officer

Contact Officer: Chris Dobbs, Service Improvement Officer 

Background Papers: General Data Protection Regulations (GDPR)
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GDPR ACTION PLAN

Governance Framework

Workstream Objective Actions Officer Status

 Determine policies and procedures in scope and 
policy owners

OMT Initial list of policies in scope 
before Friday 15 December 

 Collate changes needed for each policy JH Before 19 January 2018

 Policy changes approved OMT Feb or March full Council, if 
necessary

 Publish revised policies Feb or March 2018

 Review/revise policies and 
procedures

 The Council has checked its 
procedures to ensure that it can 
deliver the rights of individuals 
under the GDPR.

 The Council has implemented 
appropriate technical and 
organisational measures to show it 
has considered and integrated data 
protection into its processing 
activities.  Ensure template letters/documents compliant 

with revised policies 

 Ensure policies cover all 
the rights individuals 
have, including how 
personal data would be 
deleted or provided 
electronically and in a 
commonly used format

 Management support 
and direction for data 
protection compliance in 
a framework of policies 
and procedures.

 Compliance with data 
protection policies with 
regular reviews of the 
effectiveness of data 
handling and processing 
activities and security 
controls.

 Design new process and form – to include 
reference to project management and risk 
management processes

JH Draft PIA process and form 
before 29 December 2017 

 Publication

 Training SMT/OMT Before implementation – 
April 2018

 Privacy Impact Assessments  The Council understands when it 
must conduct a PIA and has 
processes in place to action this.

 The Council has a PIA framework 
which links to its existing risk 
management and project 
management processes.

 Good practice to adopt a privacy by 
design approach and to carry out a  Ongoing review and audit

The GDPR includes 
provisions that promote 
accountability and 
governance. The Council 
should put into place 
comprehensive but 
proportionate governance 
measures including:

 A privacy by design 
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2

privacy impact assessment as part of 
this. A privacy by design and data 
minimisation approach has always 
been an implicit requirement of the 
data protection principles. However, 
the GDPR will make this an express 
legal requirement. The Council 
should:
o Review the ICO guidance on 

Privacy Impact Assessments 
(PIAs);

o Implement a plan to introduce 
the new GDPR Data Privacy 
Impact Assessments within the 
Council; and

o Implement procedures to link 
PIAs to other risk management 
and project management 
processes.

approach such as Privacy 
impact assessments;

 Internal data protection 
policies;

 Staff training;
 Internal audits of 

processing activities; and
 Reviews of internal HR 

policies.

 Scope requirements of DPO role JH 8 December 2017

 Implement DPO role 31 January 2018

 Data Protection Officer  The Council has designated 
responsibility for data protection 
compliance to a suitable individual 
within the organisation (a Data 
Protection Officer).  Publicise – website, staff newsletter etc Corporate Services 31 January 2018

 Determine current practices in relation to data 
breaches 

JH 15 December 2017

 Determine any gaps and produce actions for 
changes (to include reporting and notification 
procedure)

JH 29 December 2017

 Data Breaches  The Council has implemented 
appropriate procedures to ensure 
personal data breaches are 
detected, reported and investigated 
effectively.

 The Council has mechanisms in 
place to assess and then report 
relevant breaches to the ICO where 

 Collate and apply changes to data breach 
procedure

JH 31 January 2018

GDPR will bring in a breach 
notification duty across the 
board. 
The Council should:
 Implement appropriate 

procedures to ensure 
personal data breaches 
are detected, reported 

P
age 91



3

the individual is likely to suffer some 
form of damage, e.g. through 
identity theft or confidentiality 
breach.

 The Council has mechanisms in 
place to notify affected individuals 
where the breach is likely to result 
in a high risk to their rights and 
freedoms.

and investigated 
effectively; and

 Put mechanisms in place 
to assess and then 
report any breaches to 
the ICO where the 
individual is likely to 
suffer some form of 
damage, e.g. through 
identity theft or 
confidentiality breach.

Data Collection and Use  
 Establish what categories of information are 

held in each team
OMT Initial list of categories of 

information held  before 
Friday 15 December

 Identify what personal data is included in each 
category, where it came from, and who it is 
shared with

OMT Before Christmas 

 Identify any data subject to ‘higher risk 
processing’ 

 Particular issues to be included on risk register

 Periodic data audit at regular intervals in future Ongoing 

 Data Audit  Council has documented what 
personal data is held, where that 
data came from and who it is shared 
with.

 The Council has planned to conduct 
an information audit across the 
organisation to map data flows.

 Review retention and access schemes

Organise an information 
audit, across the 
organisation or within 
particular business areas;
 Document what 

personal data is held, 
where it came from and 
who it is shared with;

 Develop policies and 
procedures in order to 
ensure the accuracy of 
this document detailing 
the information held on 
an on-going basis;

 The Council has planned 
to conduct an 
information audit across 
the organisation to map 
data flows.

 Scope definition and requirements of consent 

 Determine methods for capturing and monitoring 
consent 

 Options paper for review SMT / OMT

 Consent process  The Council has reviewed how it 
seeks, records and manages 
consent.

 The Council has reviewed the 
systems currently used to record 
consent and implemented 
appropriate mechanisms in order to 
ensure an effective audit trail. 

The GDPR is clear that businesses must 

 Implement options 

 As an organisation of 
fewer than 250 
employees, the Council 
is required to maintain 
records of activities 
related to higher risk 
processing. 

 Aeas that could cause 
compliance problems 
under the GDPR and to 
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be able to demonstrate that consent 
was given. The Council should:

 Review consent mechanisms to make 
sure they meet the GDPR requirements 
on being specific, granular, clear, 
prominent, opt-in, documented and 
easily withdrawn; and

 Review the systems currently used to 
record consent and implement 
appropriate mechanisms in order to 
ensure an effective audit trail.

be recorded on the 
Council’s risk register.

 Determine current practices and controls for 
maintaining privacy notices (printed and 
electronic, e.g. website) 

 Determine any gaps and produce actions for 
changes

 Privacy Notices  The Council has reviewed its current 
privacy notices and has a plan in 
place to make any necessary 
changes in time for GDPR 
implementation.

 The Council has reviewed the 
various types of processing it carries 
out. It has identified the lawful basis 
for its processing activities and 
documented this.

 The Council has explained its lawful 
basis for processing personal data in 
its privacy notice(s).

Many organisations will not have 
thought about their lawful basis for 
processing personal data.  The Council 
should:

 Conduct an information audit across 
the organisation to map data flows;

 Document what personal data is 
held, where that data came from 
and who it is shared with;

 Look at the various types of data 
processing carried out, identify the 
lawful basis for carrying it out and 
document it; and

 Explain the lawful basis for 
processing personal data in Council 
privacy notice(s).

 Collate and apply chances to privacy notices 

When the Council collects 
personal data it currently 
has to give people certain 
information, such as its 
identity and how it intends 
to use their information. 
This is usually done through 
a privacy notice. Under the 
GDPR there are some 
additional things the Council 
will have to tell people. 

The Council should:
 Read the ICO’s Privacy 

notices code of practice 
which reflects the new 
requirements of the 
GDPR; and then

 Review the Council’s 
current privacy notices 
and put a plan in place 
for making any 
necessary changes in 
time for GDPR 
implementation.
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Third Party Management 
 Collate list of all third parties within scope – i.e. 

parties with whom the Council contracts and shares 
personal data

 List of Third Parties

 Establish central record or incorporate additional 
field in existing record to register relevant third 
parties

 Develop standard terms to incorporate both DPA 
and GDPR compliance

JH / SD 31 December 2017

 Incorporation of standard terms in all relevant 
contractual negotiations

AR / SD 31 December 2017

 Edit standard terms to GDPR only compliance JH / SD 20 April 2018

 Standard Contract Terms

 Incorporation of standard terms in all relevant 
contractual negotiations 

AR / SD 1 May 2018

 High Risk Third Parties  Agree ongoing action plan to move existing 
contractual parties on to new contract terms

SD

Retention and Disposal 

 Determine current retention periods and 
formatting 

 Review period and highlight any gaps

 Where gaps exist highlight for legal review 

 Options paper for best method of presenting 

 retention periods to staff and public 

 Agreed and published retention 
periods for Personal Data

 Implement options for retention, presentation 
and management 

 Determine and collate all areas dependent on 
the retention schedule 

 Establish and implement process for 
managing and monitoring retention 
periods 

 Document and agree process for maintaining 
schedule and communicate to affected staff

 Determine current controls and risks around 
electronic destruction of Personal Data

 Agree and establish a process for 
the destruction of Personal Data

 Determine current controls and risks around 
physical destruction of Personal Data
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 Implement agreed solution and establish 
monitoring controls

Rights

 Scope and document changes needed to 
complaints process

 Agree implementation plan

 Right to complaint 

 Deliver changes with training and awareness for 
appropriate staff

 Scope and document GDPR requirements

 Benchmark requirements against current 
processes

 Agree changes and plan for implementation

 Right to correction, deletion and 
objection 

 Implement changes with training support 

 Scope and document GDPR requirements 

 Benchmark changes required against current 
processes

 Agree changes and plan implementation 

 Right to access

 Implement changes with training support 

 Scope and document GDPR requirements 

 Benchmark changes required against current 
processes

 Agree changes and plan implementation 

 Data portability 

 Implement changes with training support

 The Council supports the 
data protection lead 
through provision of 
appropriate training and 
reporting mechanisms to 
senior management.

 The Council has 
reviewed its procedures 
and has plans in place 
for how it will handle 
requests from 
individuals for access to 
their personal data 
within the new 
timescales outlined in 
the GDPR.

 The Council has 
reviewed its procedures 
and has plans in place 
for how you will provide 
any additional 
information to 
requestors as required 
under the GDPR.

Security 

 Scope and document incident response and 
notification process

 Benchmark requirements against current 
processes 
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 Agree changes for implementation SMT

 Scope and document encryption requirements 
under GDPR

 Benchmark requirements against current 
processes

 Agree changes for implementation SMT

 Scope and document confidentiality 
requirements under GDPR

 Benchmark requirements against current 
controls

 Agree changes for implementation SMT

 Implement changes with training support

 Scope and document integrity requirements 
under GDPR

 Benchmark requirements against current 
controls

 Agree changes and plan for implementation SMT

Systems and Technology 

 Collate systems in scope and changes needed 
from other workstreams 

 Determine costs and resources needed for each 
change 

 Document requirements for approval 

 Collated list of required system 
changes 

 Agree action plan based on approval 

 Determine systems in scope for data portability 
requirements 

 Determine costs and resources needed for each 
change 

 Collated list of requirements for 
data portability 

 Document requirements for approval 
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 Agree action plan based on approval 

 Determine purposes where identification is not 
required

 Document anonymisation and 
pseudonymisation processes

 Scope and agree areas where can be applied

 Deployment of anonymisation 
standards and processes 

 Implement changes with training and support 

Training and Awareness

 Determine key roles and teams for dedicated 
training

 Determine training requirements for key roles 

 Draft training programme

 Scope and deliver training 
programmes for key roles

 Decision makers and key people in 
the Council are aware that the law is 
changing to the GDPR and 
appreciate the impact this is likely to 
have.

 The Council is raising awareness 
across the organisation of the 
changes that are coming.  Deliver training programme

 Determine training needs for all staff based on 
changes in organisational redesign 

 Draft training package for both face to face and 
e-learning 

 Scope and deliver ongoing 
awareness programme

 Plan for a more general awareness 
campaign across the Council to 
educate staff on the changes to the 
current legislation and highlight how 
these changes will impact them. 

 The Council has developed and 
implemented a needs-based data 
protection training programme for 
all staff.

 Deliver training package

 Check its current 
systems will support the 
rights of individuals 
under the new 
legislation, for example 
deleting electronically 
held personal data on 
request.

The Council should:
 Clearly set out its 

approach to the new 
GDPR legislation and 
assign responsibilities 
for managing the 
change;

 Assess and identify areas 
that could cause 
compliance problems 
and record these on the 
Council’s risk register
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AUDIT & GOVERNANCE COMMITTEE – FORWARD PLAN 2017/18

Cycle 1 Cycle 2 Cycle 3 Cycle 4 Cycle 5 Cycle 6 Cycle 7 Cycle 8
11/7/2017 22/8/17 5/12/17 17/4/2018

Appointment of External 
Auditor

Appointment of External 
Auditor

Waivers and Non-
compliance with 
Procedure Rules

RIPA

Annual Governance 
Statement: final review

Code of Corporate 
Governance Draft AGS

Governance

AGS Review of 
Evidence

AGS Review of 
Evidence

AGS Review of 
Evidence

AGS Review of 
Evidence

Audit 
Committee

Effectiveness of Audit 
Committee

Risk 
Management Corporate Risk Register Corporate Risk Register Corporate Risk Register Corporate Risk Register

Audit Manager’s Opinion Managing the risks of 
fraud & corruption

Internal Audit Strategy 
and Plan for 2018/19

Progress with Agreed 
Actions

Progress with Agreed 
Actions

Progress with
Agreed ActionsInternal Audit

Audit Reports
Issued

Audit Reports
Issued

Audit Reports
Issued

Audit Reports
Issued

Draft Accounts Presentation & Approval 
of Accounts & AGS

Preparation for the 
2018/19 AccountsAccounts

Update 
report

Update 
report

Update 
report

Governance Training 
(GT & DAP) Audit Findings Report Annual Audit Letter 2018/19 Audit Fee 

Letter

Letter of Representation External Audit Plan
External 
Audit

Note: At the end of each meeting, should it be deemed desirable, Members may meet with the External Auditors privately.
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Corporate Assurance Risk Register

November 2017

Contents

Section 1 3 Stage Risk Scoring Process

Brief description of the 3 stage risk scoring process and clarification of each stage

Section 2 Risk Matrix

The matrix used for calculating Risk score.

Section 3 Corporate Assurance Risk Register

- Inherent, Current and Target scores

- Controls and Assurances

- Future Actions and comments.

Torridge District Council’s Corporate Assurance and Risk Register is a best practice template for recording and managing risks. The Council also promotes 
the use of Assurance and Risk Registers for managing risks within service areas which are recorded and managed in service and project plans.

The Risk Register is a management tool where a review and updating process identifies, assesses and manages down the risk to acceptable levels. It 
provides a framework in which problems that may arise and adversely affect the delivery of the Council’s aims and priorities are captured and actions 
instigated to reduce the likelihood and impact of that particular risk.
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Section 1 - Three Stage Risk Scoring Process

Torridge District Council operates a 3 Stage Risk Scoring process as outlined in the Council’s Risk Management Strategy which is available on the Council 
intranet site. The information below offers a brief overview of each stage of the Risk process.

Inherent score – the risk scored with no controls, assurances or actions in place.

Current score – the risk scored with controls, assurances and progressed actions.

Target score – the risk score with controls and assurances in place and linked actions completed.

As controls and assurances are put in place and actions completed the Risk will be more controlled and, therefore, the current score moves towards the 
Target Score.
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Section 2 - Risk Matrix

E X A M P L E S OF IMPACT
Reputational Compliance Financial Service Provision / 

Continuity

CORPORATE RISK GRID

 National publication 
(name and shame) by 
external body leading 
to a loss of control 
over the running of 
Council operations 

 Front page of national 
paper

 Facing serious 
penalties or prosecution 
& criticism from 
institutions such as 
Ombudsman, Info. 
Commissioner 

 Customers are treated 
unfairly & suffer 
damage by the Council

 Over £400k 
loss or 
additional 
cost to the 
Council. 

 Service delivery 
affected by over 3 
months. 

 Statutory / critical 
service delivery will 
cease for a period 
of time without any 
effective 
contingency.

High 3 6 9 12

 National or local 
front‐page press article 
leading to a reduced 
ability to affectively 
deliver one or more 
services. 

 National press article

 The Council may face 
criticism and be ordered 
to comply with 
legislation by an 
external body as a 
result of a breach

 Between 
£100k‐£399k 
loss or 
additional 
cost to the 
Council

 Delivery affected 
between 1 & 3 
months. 

 Loss of a 
non‐critical service 
for a significant 
period of time.

Medi
um 2 4 6 8

 Disgruntled local 
groups/ individuals 
possibly leading to 
internal complaints 
with research into the 
causes

 Local press article &/or 
ombudsman enquiry

 The Council may 
commit largely 
undetectable breaches 
in legislation

 Internal procedure 
breaches that could 
have other minor effects 
on reputation, service 
delivery etc.

 Between 
£10k-£99k 
loss or 
additional 
cost to the 
Council.

 Delivery affected 
by up to 1 month.  

 Minor disruption or 
inconvenience to 
service delivery & 
customers. 
(Reduced staffing, 
late opening, temp 
loss of IT).

Low 1 2 3 4

EXAMPLES OF LIKELIHOOD
Low Medium High Very High

Less than 10% 
chance of 
occurrence
Never 
happened 
before
Circumstance 
never 
encountered

10% to 40% 
chance of 
occurrence
Only likely to 
happen once 
every 3 or 
more years
Circumstances 
rarely 
encountered

41% to 75% 
chance of 
occurrence
Likely to happen 
at some point in 
the next 3 years
Circumstances 
occasionally 
encountered

More than 
75% chance of 
occurrence
Regular 
occurrence
Circumstances 
frequently 
encountered
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Risk
Title

1. Balanced Budget 

Stage 1 - Risk without controls (Inherent risk)
Code Risk - CAUSE, EVENT, EFFECT Risk Owner Risk type Risk category
CR1 Risk that inability to deliver savings and a balanced budget will 

result in an in year overspend
Steve Hearse Strategic Financial

Inherent 
risk 

score

I3xL4 
=12

Stage 2 – Risk with Controls and Assurances (Current risk)
List of controls and associated assurances to ensure controls are working
1. Control – Budget setting process to identify deliverable savings through budget proposal reports to SMT, Members, Scrutiny 

Committee, C&R Committee and Council.  Assurance – Reports to and minutes of meetings.
2. Control – Management oversight of budget monitoring through Quarterly Business Review, Capital Asset Management Working 

Group, Revenue and Capital Budget Monitoring report.  Assurance – QBR Report.
3. Control – Leader and Head of Paid Service challenge to Services through SMT.  Assurance – Minutes of meetings.
4. Control – Head of Paid Service challenge to SMT and OMT.  Assurance – Minutes of Team meetings and emails.
5. Control – Budget profiling continually reviewed to ensure accurate forecasting and refined in light of actual spend patterns. 

Assurance – Reports to and minutes of meetings
6. Control – Regular monitoring of overall budget and budget savings through Member and officer Governance arrangements, 

including SMT, Scrutiny, C&R, and Council. Assurance – Minutes of meetings
7. Control - Grant Thornton VFM and Financial Resilience exercise carried out annually provides assurance in the report that the 

Council has robust systems in place and that we are in a strong financial position going forward. Assurance – Grant Thornton 

Current 
risk 

score

I2xL1 
=2

Stage 3 – Further actions to reduce the risk (Target risk)
Code Actions to further mitigate 

risk / maximise opportunities
Action 
Owner

Due 
Date

Comments/update on progress RAG 
Status

New1 The Medium Term Financial 
Strategy will be reviewed in 
January / February 2018

Steve 
Hearse

26 
February 

2018
New 2 Business rates revaluations – to 

evaluate the impact on TDCs 
finances and MTFS

Steve 
Hearse

26 
February  

2018
Completed as far as 2015 valuation list in 
concerned new list from 1 April 2017.

I2xL1 
=2

New 3 Fair funding review and move to 
100% Business Rates Retention

Steve 
Hearse

26 Feb y 
2018

CLG work ongoing and unclear as yet the 
impact either will have on TDC finances

Target 
risk 

score

New 4 Living wage and review of salaries 
– evaluate the impact 

Steve 
Hearse

26 
February 

2018

LGA regional seminar attended by Sarah 
Ayres.  Depending on model impact could 
be significant.  Linked to this is pay claim 
2018 of 5%

New 6 Successful implementation of the 
Waste & Recycling Project 

Richard 
Haste

30 June 
2018

Approved by Full Council – stalled slightly 
with depot site, will need to consider and 
evaluate impact of this.
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Risk
Title

2. Human Resource 

Stage 1 - Risk without controls (Inherent risk)
Code Risk - CAUSE, EVENT, EFFECT Risk Owner Risk type Risk category
CR2 A draft workforce plan has been developed. The Transforming 

Torridge programme is underway with project plans in place. 
There are a few remaining temporary arrangements across the 
Council.

Sarah Ayres Strategic Service Provision Inherent 
risk 

score

I3xL2 
=6

Stage 2 – Risk with Controls and Assurances (Current risk)

List of controls and associated assurances to ensure controls are working
1. Control –Individual services complete business plans. Temporary staffing arrangements utilised where necessary.  Assurance 

–arrangements approved via GWAF process. 
2. Control – An outline Workforce Plan has been developed.  Vacancy controls will be maintained. Assurance – All vacancies 

are managed by GWAF process and filling of vacant posts is scrutinised by HRM and HoPS.

Current 
risk 

score

L3xL2 
=6

Stage 3 – Further actions to reduce the risk (Target risk)
Code Actions to further mitigate risk 

/ maximise opportunities
Action 
Owner

Due 
Date

Comments/update on progress RAG 
Status

New 1 Develop workforce plan Sarah 
Ayres

31 May 
2017 

Draft produced and circulated to SMT / 
OMT for comment 4 August 2017

Target 
risk 

score

I3xL1 
=3

New 2 High number of vacancies in Planning 
service currently covered by agency 
staff

Jamie 
Hollis / 
Sarah 
Ayres

31 March 
2018

Funding approved by C&R for agency 
staff sufficient to allow agency work to  
31 March 2018.  Recruitment drive 
ongoing with some successful 
placements.  

New 3 New Human Resources microsite has 
been developed and is due to be 
launched 1 December 2017

Sarah 
Ayres

31 
December 

2017

The purpose of the site is to improve our 
recruitment process with a more 
professional looking web pages.
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Risk
Title

3. Reputation of the Council

Stage 1 - Risk without controls (Inherent risk)
Code Risk - CAUSE, EVENT, EFFECT Risk Owner Risk type Risk category
CR3 Risk that failure to manage and control the Council’s 

actions/activities will result in adverse publicity and 
significantly damage the reputation of the Council.

Jamie Hollis Strategic Reputation
Inherent 

risk 
score

I3xL4 
=12

Stage 2 – Risk with Controls and Assurances (Current risk)
List of controls and associated assurances to ensure controls are working
1. Control – Progress with business plans is monitored via quarterly business reviews (QBR) and key performance indicators 

(KPI). Assurance – QBR’s and KPI’s reported to SMT and Committees who challenge as appropriate.
2. Control – Properly functioning committees and working groups.  Assurance – Constitution and minutes of meetings
3. Control – Monitoring of all Freedom of Information requests Democratic Services and Communications to assess and anticipate 

appropriate response.  Assurance – Minutes of meetings
4. Control – Monitoring and reporting of Complaints.  Assurance – Ensure learning points and highlight areas of concern.  

Emails to managers and regular reporting of stats to members via bulletin.
5. Control – Monitoring Officer and Standards Committee oversee Cllr behaviour Assurance – Minutes of meetings and 

monitoring officer reports
6. Control – Monitoring information about the Council in the local media.  Assurance – Formal responses to press enquiries 

including  quotations from Councillors. Proactive placing of positive news stories.
7. Control – Property Team oversea major decisions and major projects.  Assurance – Officers are responsible for carrying out 

due diligence and for checking that this has taken place. 

Current 
risk 

score

I3xL1 
=3

Stage 3 – Further actions to reduce the risk (Target risk)
Code Actions to further mitigate 

risk / maximise 
opportunities

Action 
Owner

Due 
Date

Comments/update on progress RAG 
Status

New 1 Oil spill in harbour – officers 
trained three years ago Simon, 
Ricky and Roger Hoad – training 
certificate expires February 2017

Sean 
Kearney

31 
January 

2017

Harbour master undertaking necessary training w/c 
14 August   

Target 
risk 

score

I3xL1 
=3

New 2 Port / Marine strategy needs 
refreshing and updating

Sean 
Kearney

30 June 
2017?

Harbour master currently engaged on working to 
update. Completion date to be advised and presented 
to Harbour Board.

New 3 New GDPR coming into force 
April 2018 with wide ranging 
impacts on data protection 
legislation and requirements

Jamie 
Hollis

31 
March 
2018

Project plan developed and reported to SMT every 
two weeks.
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Risk
Title

4. Business Continuity

Stage 1 - Risk without controls (Inherent risk)
Code Risk - CAUSE, EVENT, EFFECT Risk Owner Risk type Risk category
CR4 Risk that following an unforeseen event the Council’s 

business continuity processes are not robust enough to 
enable provision of key services in an emergency.

Jon Walter Strategic Business Continuity
Inherent 

risk 
score

I3xL4 
=12

Stage 2 – Risk with Controls and Assurances (Current risk)
List of controls and associated assurances to ensure controls are working
1. Control – Corporate Business Continuity Plan.  Assurance – Corporate Business Continuity Plan
2. Control – Service Business Continuity Plans monitored by SMT.  Assurance – Update reports to SMT.
3. Control – Identification and prioritisation of Corporate ICT systems for recovery as part of Business Continuity Plan.  

Assurance – Reviewed annually by ICT Manager.  Monthly monitoring by ICT and by Emergency Planning.
4. Control – ICT System processes and skills in place to re-establish key systems.  Assurance – Regular reports from Business 

Transformation Manager.

Current 
risk 

score

I2xL2 
=4

Stage 3 – Further actions to reduce the risk (Target risk)
Code Actions to further mitigate 

risk / maximise 
opportunities

Action 
Owner

Due 
Date

Comments/update on progress RAG 
Status

New 1 Zurich to undertake a Business 
Continuity review and report

Jon Walter / 
David Heyes

28 
February 
2017 – 
revised 

31 March 
2018

Delayed following departure of Business 
Transformation Manager. Discussed with ZM 
in July to get scheduled in.  Revised work 
programme just received to start in late 
January 2018.

New 2 Arrangements for telephony and 
disaster recovery at Caddsdown

Steve 
Hearse

31 July 
2017 - 
revised

Reviewed of existing infrastructure completed 
for scope of project.  Upgrade required 
before can update and will commence 
following the completion of the upgrade to the 
Corporate telephony system.

Target 
risk 

score

I2xL1 
=2

New 3 Business Continuity Plans – 
review all to ensure up to date 
and need to test to ensure fit for 
purpose

31 June 
2017

Completed alongside refresh of Business 
Planning 2017 – will revisit post ZM exercise.
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Title

5. Civil Emergencies

Stage 1 - Risk without controls (Inherent risk)
Code Risk - CAUSE, EVENT, EFFECT Risk Owner Risk type Risk category
CR5 Risk that following an unforeseen event the council cannot 

respond to an emergency and fulfil its statutory duties under 
the Civil Contingencies Act 2004.  Putting the public at risk 
and damage to the Authorities reputation.

Richard Haste Strategic Compliance
Reputation

Inherent 
risk 

score

I3xL3 
=9

Stage 2 – Risk with Controls and Assurances (Current risk)
List of controls and associated assurances to ensure controls are working
1. Control – Corporate Emergency Plan and specific plans in place.  Assurance – Emergency Plans
2. Control – Members of OMT and SMT trained to respond to an emergency.  Assurance – Training provided
3. Control – Member of the Local Resilience Forum.  Multi agency group responsible for ensuring Category 1 duties are fulfilled  

Assurance – Attendance by Waste and Recycling Manager at regular multi agency meetings
4. Control – Out of hour’s standby service operating 24/7.  Assurance – Trained officers duty rota
5. Control – Member of the Northern Devon Responders Forum and Blue Light Forum, when local incidents are discussed and 

planned for.  Assurance – Attendance by Waste and Recycling Manager on a quarterly basis

Current 
risk 

score

I2xL2 
=4

Stage 3 – Further actions to reduce the risk (Target risk)
Code Actions to further 

mitigate risk / maximise 
opportunities

Action 
Owner

Due Date Comments/update on 
progress

RAG Status

New 1 Training for Members on 
emergency planning and 
dealing with emergencies

Richard Haste 30 June 2017 Is this still needed?

New 2 Refresher training for OMT / 
SMT on roles of silver officers

Richard Haste 30 June 2017 JW / AR to be given full training 
and OMT refresher – this has 
been completed.  Refresher 
training still outstanding. JW / 
AR training taken place.

Target 
risk 

score

I2xL1 
=2
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Title

6. Safeguarding children and 
vulnerable adults

Stage 1 - Risk without controls (Inherent risk)
Code Risk - CAUSE, EVENT, EFFECT Risk Owner Risk type Risk category
CR6 Officers and members of the Authority may not identify and 

report to the MASH any vulnerable adults or children that are 
at risk of abuse as required by the Children’s Act. Putting 
individuals at risk, damage to the Council’s reputation and 
possible financial/legal implications (eg. Baby Peter case)

Steve Hearse Strategic Compliance
Financial

Reputation

Inherent 
risk 

score

I3xL4 
=12

Stage 2 – Risk with Controls and Assurances (Current risk)
List of controls and associated assurances to ensure controls are working
1. Control – A Safeguarding Policy has been approved.  Assurance – Approved by Full Council.
2. Control – There is Council representation at Multi Agency Safeguarding and Harm meetings.  Assurance – Meeting minutes.
3. Control – Training has and will take place for Safeguarding Officers.  Assurance – Attendance list.
4. Control – A Lead Safeguarding Officer and deputy have been appointed. A Safeguarding Group has been established.  

Assurance – Lead Safeguarding Officer and Deputy positions have been filled by the Strategic Manager (Resources) and the 
Customer Support Manager. Group includes the HRM and Senior Solicitor to cover Members and Staff

5. Control – 2014-15 s11 Return submitted. Demonstrated compliance with requirements Assurance – Return completed. 
6. Control – Attendance of Devon wide leads meeting by either Head or Deputy 

Current 
risk 

score

I3xL2 
=6

Stage 3 – Further actions to reduce the risk (Target risk)
Code Actions to further mitigate 

risk / maximise 
opportunities

Action 
Owner

Due Date Comments/update on progress RAG 
Status

Target 
risk 

score

I3xL1 
=3

New 2 Additional training on suicide / 
prevent agenda

Steve Hearse 31 
December 

2016

Bitesize training on suicide awareness 
for frontline staff/ members arranged 
through CSP w/c 5th Feb 18. Prevent 
training for same audience delivered 
July 17.

New 4 ‘s11 Audit and report required for 
2017.  New format

Steve Hearse 30 
September 

2017

Working with colleagues across Devon 
to complete.  Now completed and 
submitted with action to plan for 
improvement.

P
age 115



Risk
Title

7. Corporate Manslaughter

Stage 1 - Risk without controls (Inherent risk)
Code Risk - CAUSE, EVENT, EFFECT Risk Owner Risk type Risk category
CR7 Risk that a fatality occurs and the council are found to have 

failed to ensure the safety of staff and/or public resulting in the 
Council being charged with Corporate Manslaughter. This will 
result in financial/legal implications (prosecution and unlimited 
fines). If a prohibition notice is issued it will stop Council 
activities until non-compliance has been rectified. Adverse 
publicity will cause damage to reputation of the Council. Senior 
Officers may also be subject to fines and imprisonment

Head of Paid 
Service/SMT

Strategic Compliance
Financial

Performance
Reputation

Inherent 
risk 

score

I3xL4 
=12

Stage 2 – Risk with Controls and Assurances (Current risk)
List of controls and associated assurances to ensure controls are working
1. Control –The Council has in place health and safety policies and procedures which are reviewed and updated as necessary by 

the Corporate H&S Advisor.  Assurance – Available to view on council intranet site; Corporate Health and Safety Policy last 
reviewed July 2014. Policies are reviewed as a minimum every 3 years. They were last updated April 2012.

2. Control – All services have risk assessments in place. Specific risk assessments for high risk areas such as asbestos and 
legionella.  Assurance – Service managers responsible for undertaking and maintaining risk assessments in their own areas. 
Audits by Corporate H&S Advisor. 

3. Control – All Council Buildings and Public areas are subject to programmed and reactive maintenance. Risk assessments, 
inspections and audits undertaken. Assurance – Budget managed by Property Services, Records maintained. 

4. Control – All fleet vehicles are subject to routine servicing, maintenance and MOT as necessary. Assurance – Maintenance 
and servicing records, vehicle defect reports and subsequent actions recorded.

Current 
risk 

score

I3xL2 
=6

Stage 3 – Further actions to reduce the risk (Target risk)
Code Actions to further mitigate 

risk / maximise 
opportunities

Action 
Owner

Due Date Comments/update on progress RAG 
Status Target 

risk 
score

I3xL1 
=3

New 2 All H&S assessments need to be 
updated following training

Janet Williams 31 March 
2017

Revised action date of 30 June 2017. 
Progressing but not complete as of 
November 17. Works continuing in this 
area.

New 3 Organise training for SMT Janet Williams 30 June 
2017

Training provider/ course found, to 
progress by end of year.
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